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INTRODUCTION
l. SoclAL MEDIA
A. In General

In the second quarter of 2006, the typical U.S. ileatubscriber made and received an average
of 216 phone calls and 79 text messages per mortte. Nielsen Companyn U.S. SMS Tops
Mobile Phone CallingSept. 22, 200&ttp://blog.nielsen.com/nielsenwire/online_mobitevis-
text-messaging-tops-mobile-phone-callingBy the second quarter of 2007, the typical U.S.
mobile subscriber made and received 228 phone @adlsl 72 text messages per mornith. By

the second quarter of 2008, the average was 20deptalls and 357 text messages per month.
Id. In short, users are now text messaging moretti@nare calling.See id

The dominance of text messaging over calling isewere apparent among users age 13 to 17.
During the second quarter of 2008, users in thes lagcket sent and received an average of
1,742 text messages per month, compared to angevefa231 phone calls per monthd. By

the third quarter of 2009, the average numberxifrteessages sent by this soon-to-be-employed
generation had ballooned to 3,146 per month. Ré&feer, Under-aged Texting: Usage and
Actual Cost Jan. 27, 2010http://blog.nielsen.com/nielsen/online_mobile/unrdged-texting-
usage-and-actual-costindeed, even users under the age of 12 werengeadd receiving an
average of 1,146 text messages per month as diitdequarter of 20091d.

This incredible surge in text messaging has tréegdlanto a staggering 4.1 billion text messages
being sent each day in the U.S. during the fir$ft &fa2009, up from the already impressive 2.1
billion text messages per day in the first halk6D8. Press Release, CTIA, CTIA-The Wireless
Association® Announces Semi-Annual Wireless IndusBurvey Results (Oct. 7, 2009),
http://www.ctia.org/media/press/body.cfm/prid/1870And the fact that text messaging has
spread so rapidly among younger users suggestsverall volume of texting will continue to
increase in the coming years as those users age.

Social media—broadly understood for purposes af plajper to include blogs, wikis, microblogs,
message boards, chat rooms, electronic newslettecgal networking sites, and other online
sites and services that permit users to sharenaoon with others—has not penetrated daily
life to the same extent texting has. For examplescent study by the Participatory Marketing
Network (PMN) and Pace University’s Lubin SchoolBfsiness’s IDM Lab of 200 PMN panel
members and consumers between the ages of 18 afmu2d that only 22 percent of those
studied were using Twitter. Press Release, Paatioiy Marketing Network, Gen Y’s Are Not
Yet Taking Flight on Twitter (Jun. 1, 2009)tp://thepmn.org/pressreleases/060109

Moreover, although 99 percent of respondents ineiicaaving an active profile on at least one
social media website, a subsequent PMN study of PBIBl panel members and consumers
between the ages of 18 and 24 found that respandegre far more likely to abandon social
media sites than texting. Press Release, Pattcipaviarketing Network, Gen Y Would
Abandon  Social Networking before E-mail or Texting(Oct. 20, 2009),
http://thepmn.org/pressreleases.htnih fact, e-mail, text messaging, TV, and talkiog the
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phone all ranked as more important to responddma wisiting social networks or social
networking sites.ld.

Nevertheless, it is clear that the use of sociallimés on the rise. For example, on March 7,
2010, more than 13% of Academy Award viewers weneuaneously active on the web, a
significant increase from the 2009 Academy Awavdsen 25.6% of the population tuned in, but
only 8.7% of viewers watched and surfed simultasgou The Nielsen Companyacebook,
Google and Yahoo are Top Sites While Watching Bl\g Hvents Mar. 16, 2010,
http://blog.nielsen.com/nielsenwire/online_mob#éekbook-google-and-yahoo-are-top-sites-
while-watching-big-tv-events Similarly, on February 7, 2010, 14.5% of SupewB viewers
surfed during the big game, up from 2009, when d2y8% of viewers surfed during the game.
Id.

A preliminary analysis of Nielsen’s single-sourceeasurement of Internet and TV, in
Convergence Panel, and select National People Metees revealed that Facebook was the top
destination of Academy Award surfers (39.5%), w@bogle coming in second (35.1%)d.
Those visiting Facebook during the awards also ddghe longest average time online during
the Awards, at 15.7 minutes, with MySpace comingeoond at 9.8 minutes on average. The
results were similar for Super Bowl XLIV, where 3@rcent of multi-media users visited
Google.com and 34 percent visited Facebook.ctan. Facebook was still number one in terms
of total average time at 18.6 minutes, while Youdwbok second place with 16.7 minutes on
average and MySpace fell to third with 14.5 minubesaverage.|d; see alsp The Nielsen
Company,14% Multi-Tasked and Got Social on the Web Duringe® Bow| Feb. 12, 2010,
http://blog.nielsen.com/nielsenwire/online_mobitethulti-tasked-and-got-social-on-the-web-
during-super-bowl

Multi-media event experience is not, of course,itih to awards ceremonies and sporting
events. In the wake of the devastating earthquakdaiti on January 12, 2010, the Twitter
account for the Red Cross gained approximatelyQ0f6llowers over the course of a few days.
The Nielsen Companysocial Media and Mobile Texting a Major Source wffol and Aid for
Earthquake in Haiti Jan. 15, 2010http://blog.nielsen.com/nielsenwire/online_mobiteisl-
media-and-mobile-texting-a-major-source-of-info-amd-for-earthquake-in-haiti Prior to the
earthquake, the Red Cross had been adding 50 ttoll@@ers per day.ld.

Although there are other players globally—most hiytd&riendster in Asia, Orkut in Brazil, and
Vkontakte.ru in Russia—it is clear that Facebools lwertaken MySpace and is (for the
moment) the undisputed leader in the U.S. sociahor&ing space. LeeAnn PrescoBocial
Networking by the Numbers: Facebook is eating wSpéce, 2 tier networks led by Tagged
Feb. 10, 2010http://www.research-write.com/2010/02/social-netkiog-by-the-numbers.html
In December 2009, Facebook had 111.9 million unigsé&ors, up from 54.5 million unique
visitors in December 2008. Andrew Lipsm&®09: Another Strong Year for Facebpdian.
21, 2010, http://blog.comscore.com/2010/01/strong_year farelbmok.html Likewise, total
page views and total time spent online at Facebmoke than doubled during 2009Id.
Likewise, so-called “frequency metrics” for Facekpsuch as average minutes per usage day
(up 6 percent) and average usage days per vigiipr87 percent), showed significant gains in
2009. Id. In fact, it is estimated that Facebook now aat®dor approximately seven percent of
all time spent online in the U.3d.
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According to Facebook’s own statistics, it presemihs 400 million active users. Facebook,
http://www.facebook.com/press/info.php?statist{tast visited May 3, 2010). To put that
number in perspective, if Facebook users were dernsil Facebook “citizens,” Facebook would
be the third most populous country on the planegee Central Intelligence Agency,
https://www.cia.gov/library/publications/the-worfdetbook/rankorder/2119rank.html  (last
visited May 3, 2010).

B. By Employees

Not surprisingly, the overall surge in Facebook@pylarity has translated into a surge in
Facebook usage at work. On April 15, 2010, managecurity company Network Box
announced the results of its analysis of 13 billldRLs used by businesses during the first
quarter of 2010. Press Release, Network Box, Nétvikaffic increases to Facebook and
YouTube (Apr. 15. 2010)http://www.network-box.com/node/533 According to the survey,
more business internet traffic goes to Facebook thany other internet site, with 6.8 percent of
all business internet traffic going to the sociatworking site, an increase of one percent since
the last quarter of 2009ld. The same analysis revealed that YouTube takesarp business
bandwidth than any other site, with ten percenalbtorporate bandwidth being consumed by
users watching clips, an increase of two percemtesihe last quarter of 2008d.

These findings are consistent with the October2D®9, analysis by Morse, an IT services and
technology company, of a recent survey of 1,46@&efivorkers in the United Kingdom. Press
Release, Morse, Twitter and Social networks cost WUHKsinesses (Oct. 26, 2009),
http://www.morse.com/press_20.htm 4/. AccordingMorse, 57 percent of workers reported
using social networking sites during the workingy dar personal useld. The survey further
found such employees report spending an averadg® ofinutes during working hours on social
networking sites each weelkd. Interestingly, respondents estimated that tt@workers spent
an average of 59 minutger dayon social networking sitedd.

Morse estimated the cost of the productivity lassbcial networking sites to be £1.38 billion
(approximately $2.12 billion).Id. Of course, assigning a monetary value to the prbdtyc
supposedly lost to social networking sites is &alift task at best. Even if the data regarding
employee time on social networking sites is aceyrangoing research by Dr. Larry Rosen
suggests members of what he calls the Net Gener@tiose born after 1980) are more adept at
multi-tasking than their older counterparts. LaRgsen,Generation ‘Text: FB MgFeb. 11,
2010, http://www.cnn.com/2010/OPINION/02/08/rosen.texts@mmunication.teens/?hpt=C2
see alsdttp://www.csudh.edu/psych/RosenResearch.htris at least possible that a truly adept
social network user is capable of both performimgdr her job in a productive manner and
keeping tabs on his or her various social netwgylsites. Moreover, absent a study comparing
the average time spent doodling, daydreaming, amsuphg other unproductive distractions by
social networking site users on the one hand amdusers on the other, it may be quite difficult
to determine the extent to which social networksitgs (as opposed to any other form of daily
distraction) actually contribute to lost produdtyvi

That said, it seems intuitively obvious that engaggn non-work-related online activity is, at a
minimum, distracting. It is not particularly suiging, for example, that twenty-three states, the
District of Columbia, and Guam have all banned tessaging while driving, while another
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eight states have banned text messaging by novikersland one state has restricted school bus
drivers from texting while driving. Governors Highy Safety Association,
http://www.ghsa.org/html/stateinfo/laws/cellphoren$.htm) (last visited April 24, 2010).

A simple Google search reveals ample anecdotalegel that texting while working may
impact performance and is, if nothing else, oftercpived as unprofessional or even ruee,
e.g, Stephen ViscusPRrediction: Katie Couric’s Report on Texting Wdhve More Lives Than
Her Campaign On Colon Cancer. And Guess What®/illtSave Your Job As WellAug. 26,
2009, http://www.huffingtonpost.com/stephen-viscusi/patidin-katie-courics b_270060.html
Kristi Gustafson,Bad Employee? Texting and on the Phone While Wapribec. 11, 2008,
http://blog.timesunion.com/kristi/4188/texting-wérorking/ Posting of Frame Lady, The
Picture Framers Grumblehttp://www.thegrumble.com/showthread.php?t=466@4ar. 17,
2010); Posting of Robby to Bankers’ Threat#p://www.bankersonline.com/forunfHuman
Resources Forum, Question about employee “tex@dier desk) (Mar. 23, 2010, 12:37 EST);
Posting of Pattie Hunt Sinacole to Job Doc, InstdMessaging and Texting At Work,
http://www.boston.com/jobs/news/jobdoc/2009/08anst messaging_and_texting.html(Aug.
17, 2009, 08:23 EST).

Whatever the reality, it seems apparent that timege now well outside of the bottle. Even if
an employer was somehow able to effectively basa@ial media usage via company networks
and systems (a monumental task), it would be Jlstuanpossible for an employer to stop
employees from using mobile, Internet-capable desvio access social media. In October 2009,
CTIA, the international association for the wiraléslecommunications industry, announced that
more than 246 million data-capable devices weré¢her hands of consumers. According to
CTIA, more than 40 million of these devices are 8planes or wireless-enabled PDAs. Press
Release, CTIA, CTIA-The Wireless Association® Annoes Semi-Annual Wireless Industry
Survey Results (Oct. 7, 2009ttp://www.ctia.org/media/press/body.cfm/prid/1870

C. By Employers

For their part, employers have realized that th&nenpursuits of employees and potential
candidates are shot through with rich veins ofreggng information. The highly publicized
case involving the sexual text messages of an ©Ont&alifornia, SWAT police sergeant
provides just one example of the type of insigheaiployee’s text messages may providgee
Quon v. City of Ontario, et al529 F.3d 892 (9 Cir. 2009),cert. granted 77 U.S.L.W. 3619
(Dec. 14, 2009) (No. 08-1332). Other examplesuitel TEKsystems’'s use of LinkedIn
connections to prove up violations of contractuaplyee non-solicitation provisions by former
employees, the Kansas City Chiefs’ decision to endpLarry Johnson for two weeks for
belittling his head coach and using a gay slur wittér, and a Canadian insurance company’s
decision to cut off sick-leave benefits for an gdldly depressed employee who posted pictures
of herself romping on the beach and living it upClttippendale’s. See TEKsystems, Inc., v.
Hammernik et al. No. 10-CV-00819 (D. Minn. Mar. 16, 2010); Assdeth PressJohnson
suspended until Nov., ©ct. 29, 2009 http://sports.espn.go.com/nfl/news/story?id=4603752
Depressed woman loses benefits over Facebook photbev. 21, 2009,
http://www.cbc.ca/canada/montreal/story/2009/1 u6bec-facebook-sick-leave-benefits.html
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Indeed, it appears employers’ recruiting functibase begun tmstitutionalizethe use of online
social media to evaluate applicants. A June 20@%ey of 2,667 non-government hiring
managers and human resource professionals fouhtbthafive percent of employers use social
networking sites to research job candidates, um f2@ percent the year before. Press Release,
CareerBuilder.com, Forty-five Percent of Employelse Social Networking Sites to Research
Job Candidates (Aug. 19, 2008}tp://www.careerbuilder.com/share/aboutus/presasss.aspx
According to the survey, another 11 percent of eygis plan to start using social networking
sites for screeningld.

Bozeman City, Montana, for example, requires aflliapnts to submit a complete list of user
names and passwords for “any Internet-based cbatgpsocial clubs or forums, to include, but
not limited to: Facebook, Google, Yahoo, YouTubmcdMySpace, etc.” Declan McCullagh,
Want a job? Give Bozeman your Facebook, Googleswasls Jun. 18, 2009,
http://news.cnet.com/8301-13578 3-10268282-38.ht&imilarly, the Florida Bar of Examiners
voted last year to begin reviewing applicants’ abenedia usage and online social presence,
although it stopped short of requiring applicamtslisclose user names and passwords. Martha
Neil, Florida Bar to Surf Social Websites for Adverse lggmt Info, Aug. 31, 2009,
http://www.abajournal.com/news/article/fla. _bar_®eers to_surf_social_sites_for_adverse ap

plicant_infa

Among those employers who reported using socialianeiies and online search engines to
evaluate candidates for employment, 29 percentrreghaising Facebook, 26 percent reported
using LinkedIn, and 21 percent reported using My8paPress Release, CareerBuilder.com,
Forty-five Percent of Employers Use Social NetwogkBites to Research Job Candidates (Aug.
19, 2009), http://www.careerbuilder.com/share/aboutus/presasss.aspx In addition, 11
percent reported searching blogs, and seven perepatting following candidates on Twitter.
Id. The industries most likely to screen job cantdidavia social networking sites or online
search engines were Information Technology (63gjand Professional & Business Services
(53 percent).ld.

The CareerBuilder.com survey further revealed #maployers often act on what they find
online. Thirty-five percent of employers resporglineported finding content on social
networking sites that caused them not to hire didare. |d. The top examples of disqualifying
content cited were:

. Provocative or inappropriate photographs or infaroma(53 percent);

. Content regarding the candidate’s drinking or dieg (44 percent);

. Candidate bad-mouthed a previous employer, co-wpokeclient (35 percent);
. Candidate showed poor communication skills (29 gt

. Candidate made discriminatory comments (26 percent)

. Candidate lied about qualifications (24 percentyi a
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. Candidate shared confidential information from jwas employer (20 percent).
Id.

In a testament to the differing attitudes towargtitgy and its role in a business setting, 14
percent of employers reported disregarding a catelidbecause the candidate sent a message
using an emoticone(g, a smiley face), while 16 percent reported dismgs candidate for
using text languages(g,”GR8”) in an e-mail or job application.

On the other end of the spectrum, it seems savejalsmedia candidates may be able to use
online content to enhance their prospects for lagdi job. According to the CareerBuilder.com
survey, 18 percent of employers reported findingteot on social networking sites that actually
caused them to hire the candidale.. The top examples cited were:

. Profile provided a good feel for the candidate’sspaality and fit (50 percent);
. Profile supported candidate’s professional qualtfans (39 percent);

. Candidate was creative (38 percent);

. Candidate showed solid communication skills (3=ceet);

. Candidate was well-rounded (33 percent);

. Other people posted good references about thed=atedil9 percent); and

. Candidate received awards and accolades (15 pgrcent

Il. Employer Policies
A. Not Yet Prevalent

Notwithstanding the growing popularity and use exkting, social networking sites, and the
information associated with same by both employerd employees alike, a 2009 report by
Manpower, Inc., found that only 20% of employershdwide have a “formal policy regarding

employee use of social networking sites.” ManpoWwer., Employer Perspectives on Social
Networking Survey2009. Companies in the Americas led with 29%raployers having such a

policy, while only 25% of employers in Asia and yril1% of employers in EMEA had such

policies. Id.

The Manpower findings for U.S. companies were e vith the results of a 2009 survey of 586
businesses by the American Management Associatidriree ePolicy Institute, which found that
only 30 percent of U.S. companies have a policyesking personal-blog usage during working
hours and only six percent have policies regargiegsonal tweeting on company time. Laura
Mohammad Socially aware: What to consider when crafting &yee rules for social media
Jan. 8, 201Mittp://memphis.bizjournals.com/triad/stories/201010 /smallb3.html
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Similarly, a recent Cisco study based on interviewmth 105 participants representing 97
organizations in 20 countries found that only amsaven of the participating companies noted a
formal process associated with adopting consumgeebaocial networking tools for business
purposes. Press Release, Cisco, Global Study ReRediferation of Consumer-Based Social
Networking Throughout the Enterprise and a Growilegd for Governance and IT Involvement
(Jan. 15. 2010http://newsroom.cisco.com/dlls/2010/prod _011310Lhtinkewise, only one in
five participants identified any policies in placencerning the use of consumer-based social
networking technologies in the enterprisdd. The Cisco study further found that the
unstructured nature of social networking is causiampanies to struggle with policy creation
and adoption, because copying an established gaveenprocess from other, more structured
areas often does not work for social networkingl. In particular, businesses are having
difficulty striking the right balance between thecgl and personal nature of these tools while
maintaining some degree of corporate oversight.

Evgeny Kaganer, Ph.D., lead researcher and assigtafiessor, IESE Business School,
explained the findings as follows:

The research findings spotlight an underestimatiothe power and influence of
social networks on businesses, and the transfaymdkiat companies need to
make, not only to protect themselves, but alsontmerage and benefit from the
collaboration these social networks and tools dftbem. Ignoring the increased
usage and influence of social networking and Wéht@ols leaves organizations
at the risk of misuse, potentially leading to thiectbsure of information and
misrepresentation of the company.

Id.

Indeed, among the 250 IT managers surveyed by NktBox, the most frequently cited
security concern was “employees using applicatmmsocial networks” while at work, with 43
percent saying this was a major concern. PressaRe] Network Box, Network traffic increases
to Facebook and YouTube (Apr. 15. 201t1)p://www.network-box.com/node/533n response

to a separate question, 36 percent of respondeditsated they were concerned about malware
passed via networks such as LinkedIn or Twitter amghloyees trusting (and clicking on) links
sent by contacts within their social networkd.

This concern appears to be well placed. Rougtihird of the UK office workers surveyed in
connection with the Morse study indicated they baen sensitive information posted on social
network sites, while more than 76 percent noted ttheir employers had not given them any
specific guidelines regarding the use of TwittelPress Release, Morse, Twitter and Social
networks cost UK businesses (Oct. 26, 2008jtp://www.morse.com/press 20.htm . 4/
Similarly, a 2009 America Management Associatiod aRolicy Institute survey found:

. 14% of employees admit to e-mailing confidential pyoprietary information
about a firm, its people, products and servicezutside parties;

. 14% admit to sending third parties potentially emdéssing and confidential
company e-mails that are intended strictly forriné readers;
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. 89% of users admit to using the office system taods@kes, gossip, rumors or
disparaging remarks to outsiders; and

. 9% have used company e-mail to transmit sexualantim or pornographic text
or images.

Laura Petrecca, More employers use tech to track workerdMar. 17, 2010,
http://www.usatoday.com/money/workplace/2010-03abbikplaceprivacyl5 CV N.htm

Moreover, given the continuing integration of sbeigedia into daily life, particularly among

younger users, employers who fail to take a thdugapproach to social networking sites may
be hindering their ability to attract the next gexten of talent. As Hugh Murphy, Business
Manager of e-Channels for 3M U.K. and Ireland amdspondent in the Cisco study, explained,

Businesses need to embrace social media not omgntain competitive, but also
to continue to attract top talent. The next geti@maof leaders will be

exceptionally savvy with these tools, so 3M is gssocial media externally to
help us with recruiting. Several of the graduateshired this year specifically
told us that they hadn't considered 3M before thayw our employer profile on
social media.

Id.
B. Legal Issues

In addition to productivity, security, and recragi concerns, the use of social media presents
unique employment-related legal issues. An Apfi] 2010, Westlaw search of all federal
decisions for the preceding three years found 8&<anentioning “Facebook,” 175 cases
mentioning “MySpace,” and 464 cases mentioning t“teessage” (or a truncation of same).
The issues addressed in these cases are variaay tthes least, and many have no specific
implication for employers or employees as employgremployees.See, e.g., Parker v. Jekyll
& Hyde Entertainment Holdings, LLC2010 WL 532960 (S.D.N.Y. 2010) (approving an
enhancement award for named representatives @fsa blased in part on the named plaintiff's
creation of a Facebook page to identify and locdber class membersQQuigley v. Karkus,
2009 WL 1383280, *1 (E.D. Pa. 2009) (holding that&book “friendship” was not evidence of
a group relationship of the type targeted by Sacli8 of the Securities Exchange Adi).S. v.
Fumqg 2009 WL 1688482 (E.D. Pa. 2009) (finding no jumisconduct based on juror's
Facebook postings of status during trial and suleseig media attention of the Facebook
postings).

A subset of these decisions, however, has veryifgpamplications for employers and
employees as employers and employees. Theseatecgsiovide a rough guide to the types of
issues a well-drafted social networking media podilcould address.
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1. Hostile Work Environment

Ten years ago, the New Jersey Supreme Court sguadelressed the question of whether
alleged harassment that occurs on an electronletiouboard is capable of supporting a hostile
environment claim:

The case appears to have proceeded on the thasthehe could be no liability if
the harassment by co-employees did not take plabévhe workplace setting at
a place under the physical control of the employédthough the electronic
bulletin board may not have a physical locationhmita terminal, hangar or
aircraft, it may nonetheless have been so closelgtad to the workplace
environment and beneficial to Continental that aticwation of harassment on
the forum should be regarded as part of the wodeplaAs applied to this hostile
environment workplace claim, we find that if the @ayer had noticed that co-
employees were engaged on such a work-related forwarpattern of retaliatory
harassment directed at a co-employee, the employeld have a duty to remedy
that harassment.

Blakey v. Continental Airlines, Inc51 A.2d 538, 542 (N.J. 2000).

In Blakey Tammy Blakey complained of sexual harassmentaahdstile working environment
based on conduct and comments directed at her leyaosemployeesBlakey 751 A.2d at 543.
Specifically, Blakey complained to Continental's nagement concerning pornographic
photographs and vulgar gender-based comments alirett her that appeared in her plane’s
cockpit and other work areasld. Dissatisfied with Continental’s response, Blakayed
Continental for its failure to remedy the hostilerwenvironment.ld.

While the federal litigation was pending, Blakeyetlow pilots published a series of electronic
messages to an on-line computer bulletin boaréddhe Crew Members Forum (the “Forum”).
Id. at 544. The Forum was accessible to all Contaigpilots and crew member personnel
through CompuServe, an Internet service provideh wihom Continental had a contradd.
The Forum was distinct from the Crew Managementte3ys(“CMS”), which contained
information on flights, crew member schedules, @a pilot pairings.ld.

Although Continental required pilots and crew toeess the CMS to learn their flight schedules
and assignments, pilots and crew were not requor@gcess the Forumd. Moreover, whereas
Continental personnel were able to access the CM3erminals located in crew locations
throughout the Continental network, through a vargponse system, and via Internet service
provided by CompuServe, access to the Forum watablaonly through CompuServdd. at
544-45. Finally, at the time of the offending Eosinly 250 Continental employees nationwide
had access to the Forum, and Continental managersnnot permitted to post messages or
reply to any messages on the Forumd. at 545. Put simply, the Forum was an electronic
bulletin board, where employees could post messagesach other if they chose to do 4d. at
545. 1d.

The Blakeycourt ultimately held the allegedly harassing pas in the Forummight or might
not support a claim for alleged workplace harassnagygending on whether Continental derived
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a “substantial workplace benefit” from the bulleboard and whether the bulletin board was
“sufficiently integrated” with the workplace so & impose on Continental an obligation to
respond to allegedly harassing posts on the bulkeiard. Id. (remanding for a determination of
same). In short, the court held that online pastivouldnot support a claim of workplace
harassment, if those postings could not be faolysadered part of the workplac8ee id

Since theBlakeydecision, the issue of online harassment hasragedi to make its way into the
court system. For example, @oring v. Board of Supervisors of LSProfessor Darlene Goring
pointed to allegedly derogatory statements by destuon her Facebook page as evidence of a
racially hostile working environment and pointedite school’s alleged failure to ensure that the
postings were removed as evidence that the sclhdetifto take prompt remedial actiosee,
e.g., Goring v. Board of Sup’rs of LSR010 WL 1533286, *1 (M.D. La. 2010). The cou d
not question whether the student’s postings coufipsrt a hostile work environment claim but
instead simply granted summary judgment in favoL®U, because there was no evidence that
the postings were motivated by the professor’s.réateat *8.

Similarly, in Wolfe v. Fayetteville, AK School Disa student (“WW?”) brought various claims
based on alleged violence and bullying at schd@blfe v. Fayetteville, AK School Djst00 F.
Supp. 2d 1011, 1015-18 (W.D. Ark. 2009). The stidwought additional claims based on the
school’'s alleged failure to take corrective actaord alleged retaliation against the student for
complaining. Id. In response to the school's motion to dismibkg, $tudent pointed to the
following allegations to support the student’s laj which were sufficient to defeat the motion:

. On December 3, 2006, Woodland students formedEkeryone Hates [WW]’
group on the website “Facebook.” In its “Groupdyifthe group stated “[WW is]
a little bitch. and [sic] a homosexual that NO ONEKES.” Comments by group
members were threatening and generally anti-honuadex nature. After WW's
mother reported the group to Byron Zeagler, theost$ Vice Principal, he
asked, “Well, is he a homosexual?”

. On March 8, 2007, a fellow student posted to theebook group entitled “I Love
Watching Fights at School” that he was going toehsemeone beat up WW. The
next morning, WW’'s mother reported the postingwioich Zeagler responded
that “students said things all the time.” Thatafbon, a fellow student punched
WW in the face.

. On March 25, 2007, students, in consultation vd#agler, a teacher, and the
District's public relations department, started acébook group, “The Whole
Story,” on which harassing and threatening posteweade. Within weeks, the
group was shut down by Facebook.

Id. at 1017-18.

As employers and employees consider how best taageemployee use of non-work-related
social media, the New Jersey Supreme Court’s thfwighnalysis of the fundamental question
of whether online conduct—or any other conduct idetshe workplace—may form the basis of
a work-related harassment claim should not be owkdd. Indeed, neither plaintiff nor
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defendant should assume that online conduct thatirecoutside of work is actionable,
particularly when the online conduct is personalnature and not directly connected to the
employer’s workplace.See Blakey751 A.2d at 542 (remanding the harassment clased on
online postings for determination of whether theptyer enjoyed a “substantial workplace
benefit” as a result of the online message systech shat the message system had become
“sufficiently integrated” into the workplacegpmpare Ferris v. Delta Air Lines, In@277 F.3d
128, 135 (2d Cir. 2001) (finding off-duty sexuataslt of airline employee by co-worker could
support a claim of sexual harassment where thaithssurred during an out-of-town lay-over
occasioned by the employer’s flight schedule inehoboms provided by the employesjth
Anderson v. Adam’s Mark Hotels and Resaztsl F.3d 1277, 2000 WL 390107 (10th Cir. April
18, 2000) (unpublished) (finding off-duty sexuasaslt of hotel employee by co-worker could
not support a claim of sexual harassment wherevkats leading to the assault were not work-
related and the employer had no notice that a $@ssault was going to be committed in one of
its rooms by an off-duty employeand Jones v. Haliburtgn583 F.3d 228, 240-42 (5th Cir.
2009) (holding that employee’s claims stemming ofitsexual assault by co-worker in
employer-provided housing in Baghdad were not teglato [her] employment” and were not
premised on a personal injury “arising in the wdake” for purposes of an arbitration
agreement, because the assault took place aftes lama took place after a social gathering
some distance from where the employee workefd)fFaragher v. City of Boca Ratph24 U.S.
775, 778 (1998) (quotin@ncale v. Sundowner Offshore Services,, 1523 U.S. 75, 80 (1998))
(“These standards for judging hostility are su#fitly demanding to ensure that Title VII does
not become a ‘general civility code.”).

2. Knowledge

The possibility that online conduct might give risea claim of workplace harassment raises at
least two questions with respect to employer kndgde of the alleged online harassment:
(1) does an employer have an obligation to mondnline activity to ensure there is no
harassment; and (2) at what point may it be sai@éraployer knew or should have known of
allegedly harassing online conduct?

a. The Duty to Monitor

In Blakey the New Jersey Supreme Court specifically helt thontinental dichot have an
obligation to monitor the posts on the Forurd. at 551-52. In reaching this conclusion, the
court considered the fact that employees did havesé¢ the Forum for work, a limited number of
employees had access to the Forum, and it wasntiotlg clear that the Forum could be fairly
considered part of the workplacdd. at 554-45. Moreover, the court noted that olbiingga
Continental to monitor the Forum would implicatedge” privacy concernsld. at 551.

Nevertheless, the New Jersey Supreme Court cortliislediscussion of the issue with some
practical (and free) advice to employers:

To repeat, employers do not have a duty to momtorate communications of
their employees; employers do have a duty to téfleetere measures to stop co-
employee harassment when the employer knows ordaag®n to know that such
harassment is part of a pattern of harassmentghaking place in the workplace

Boulette & Golden — All Rights Reserved Page 11



and in settings that are related to the workpl&msides, it may well be in an
employer’'s economic best interests to adopt a pke@astance when it comes to
dealing with co-employee harassment. The besihdefenay be a good offense
against sexual harassment. “[W]e have afforded ren fof a safe haven for
employers who promulgate and support an activei-hanassment policy.”
Effective remedial steps reflecting a lack of tatee for harassment will be
“relevant to an employer’s affirmative defense tit@tactions absolve it from all
liability.” Surely an anti-harassment policy dited at any form of co-employee
harassment would bolster that defense.

Id. at 552 (internal quotations and citations omjtted
b. Actual and Constructive Knowledge

Under existing law, an employer may be charged witlowledge of allegedly harassing
conduct, if an official with authority to corredte problem is made aware of the problegee,
e.g., Sharp v. City of Houstph64 F.3d 923, (5th Cir. 1999) (“A title VII empler has actual
knowledge of harassment that is known to ‘highenaggment’ or to someone who has the
power to take action to remedy the problem.”) (fmd¢ and citations omitted). Moreover, at
some point, online workplace harassment may beorgervasive as to permit a jury to infer
that the employer was either on notice of the cohdushould have beerSee Waltman v. Int'l
Paper Co, 875 F.2d 468, 478 (5th Cir. 1989) (an employeey Mamonstrate constructive
knowledge by “showing the pervasiveness of thedsanant, which gives rise to the inference of
knowledge or constructive knowledge.”) (citationitied); see also Burlington Industries, Inc.
v. Ellerth, 524 U.S. 742, 758 (1998) (“An employer is negtigevith respect to sexual
harassment if it knew or should have known aboaicttnduct but failed to stop it.”).

The nature of social media permits for at least ather permutation of the knowledge question:
at what point does an employer have knowledge ¢the@rconduct by virtue of a manager’'s
“presence” in the online social group, chat rooneseage board, or tweet stream in which the
conduct takes place? Notably, the New Jersey &uwpreourt inBlakeytook pains to point out
that Continental managers did not have access @éoFttrum and was thus able to avoid
answering this questiorSee id at 545.

This issue was raised to some degre®oife v. Fayetteville, AK School Distvhen the school
moved to dismiss the student’s Section 1983 claiecause the student had failed to allege the
school was aware of the complained of conduatolfe 600 F. Supp. 2d at 1021. The court
denied the motion to dismiss, finding the allegatregarding the school’s involvement in the
creation of the Facebook group “The Whole Storyribag other things, effectively alleged that
senior officials had knowledge of the conduct caaun@d of by the studentd.

Although there is an obvious difference betweerallegation sufficient to defeat a motion to
dismiss and evidence sufficient to defeat a mofmmsummary judgment, employers should
think carefully about training their managers oe ftotential consequences of membership in
social media groups and on the importance of eseglpotentially harassing online conduct of
which they become aware as a result of their usmohl media. Indeed, it is worth noting that
the Wolfe court found the allegation that Zeagler was inedivin the student Facebook group
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that made threats against WW, among other things & sufficient allegation of specific
retaliatory conduct on the part of Zeagler to suppize student’s First Amendment retaliation
claim. Id.

3. Pretext
a. Inconsistent Assessment

A manager’s prior, positive comments about an eyg#ts performance may be asserted as
evidence of pretext, if the manager terminatesthployee for alleged poor performance shortly
thereafter.See, e.g., Brown v. M & M/Mar883 F.2d 505, 510 (7th Cir. 1989) (jury couldeinf
supervisor did not sincerely believe employee hadrpperformance, given high marks
supervisor gave employee in draft review just a thnam two before the termination). With this
in mind, employers should consider specifically mtimg their managers that the company’s
policy on recommendations (which typically prohsbit managers from providing
recommendations) extends to online activities,uditlg LinkedIn “recommendation” requests
from employees.

If a manager does provide positive feedback foreamployee via social media, “official”
performance reviews and metrics may neverthelessulfecient to defeat an isolated online
recommendation.Cf. Senske v. Sybase, [Ms88 F.3d 501, 507-09 (7th Cir. 2009) (findingttha
sales employee’s over-attainment of his revenudaguoone year was an obvious anomaly and
did not undermine company’s stated reason for teation); Quigley Corp. v. Karkys2009 WL
1383280, *5 (E.D. Pa. 2009) (citation omitted) ¢dignting significance of evidence that some
shareholders were Facebook friends, noting thaetitiships’ on Facebook may be as fleeting
as the flick of a delete button.”).

b. Inconsistent Enforcement

Potential pretext challenges also underscore tleel hier a coherent approach to social media
management, particularly in terms of what is peeditand what is not permitted and how
consistently the policy on same is enforced.

In Jackson v. Plancothe employer had a policy banning employees frgisiting
“inappropriate” websites. Jackson v. Planco660 F. Supp. 2d 562, 571 (E.D. Pa. 2009).
Although the policy did not provide specific guidanon what the employer considered
“inappropriate,” the employer used an Internetefilthat prohibited employees from visiting
certain sites, which included Facebookl. at 571-72. The filter was not completely reliable
however, and periodically went down, such that e@ygés were able to visit banned sit&ee

id. at 572.

On one such occasion, Christie Vasquez, a supeygaw Tony Jackson, one of her employees,
visiting a gun-related websiteld. This was shortly after the Virginia Tech shogsinthat
claimed 33 lives, and Vasquez became concernedlditkson might be a safety thredd. at
572-573, fn. 15. Following an investigation, whiglvealed that Jackson had visited various gun
websites and at least one knife website, the erepl@yminated based on Jackson’s violation of
company policy regarding “inappropriate” sites dhd company’s determination that he might
be a threat to otherdd. at 575.
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Jackson claimed his termination was actually basekis heart condition, which he asserted as a
disability, and in retaliation for his FMLA leavené his prior complaints of discriminatiorid.

at 565. In an attempt to demonstrate the emplsystated reason for his termination was
pretextual, Jackson noted that other employeedydimgy Vasquez, had visited banned sites,
namely Facebook, but were not terminatell. at 578. The court ultimately rejected the
comparison, because there was no evidence thapttie employees had visited sites with
violent content. Id. Nevertheless, the Jackson case highlights tled t@ take a thoughtful
approach to deciding which sites employees maynaal not visit and the appropriate level of
discipline for employees who visit prohibited sites

4, Defamation

Unfavorable online postings frequently lead to rowiof defamation. See, e.g., Carter v.
Incorporated Village of Ocean Beach010 WL 599388 (E.D.N.Y. 2010) (remanding state |
defamation claims brought by former police officérat were based on sergeant’s blog entries);
Collins v. Purdue University et ak-- F. Supp. 2d ----, 2010 WL 1250916, *14 (NIBd. 2010)
(holding the newspaper defendant’s online commérg Qualified as an “interactive computer
service” and that the newspaper was thus shielaed fiability for online reader comments to
one of the newspaper’s article, because the newsghg nothing to encourage, edit, or adopt
those defamatory comment8lakey 751 A.2d at 542 (defamation claim based on deovga
comments by co-workers posted to electronic bullbthard);Varian Medical Systems, Inc. v.
Delfino, 6 Cal. Rptr. 3d 325 (Cal. App. 6 Dist. 2008y’d on other grounds25 Cal. Rptr. 3d
298 (Cal. 2005) (defamation action based on allggddfamatory blog posts about former
employees).

Given the risk of personal liability, employees slibresist the temptation to make derogatory
comments regarding others. Likewise, given thk of vicarious liability, employers should
make it clear that company policy prohibits any yee from making defamatory statements
online! Employers should understand, however, that enepltgbility for defamation by an
employee is determined by whether the statement® weade in the course of scope of
employment, not whether they were specifically atited, at least under Texas laBee, e.g.,
Hooper v. Pitney Bowes, In@95 S.W.2d 773, 777 (Tex. App. — Texarkana 1984,denied)
(“The employer is liable for the act of his empleyeven if the specific act is unauthorized or
contrary to express orders, so long as the acome dvhile the employee is acting within his
general authority and for the benefit of the empldy.

Nevertheless, a policy that makes it clear thaiherdtatements by managers do not represent the
views of the employer and are not part of the mariagluties should assist in arguing that the
statement was not made in the course and scopambgment. Cf. Rodriguez v. Sarabyd29

F.3d 760, 771 (5th Cir. 1997) (holding that stateteeby agents were within the course and
scope of employment under Texas law, because theng wf the kind the agents were
“authorized and expected to make” and “closely emted to the performance of their duties”)

! Some employers may wish to prohibit any derogastayement rather than simply those derogatorgsizits
that are actually defamatory. Before doing so afmployer should make certain applicable stateda@s not
prohibit the employer from taking action based anflul off-duty conduct.See infraSection I1.B.7. Likewise,
public employers must ensure they do not run adétihe protections afforded by the First Amendme3ee infra
Section I1.B.8.
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(citations omitted);Minyard Food Stores, Inc. v. GoodmaB0 S.W.3d 573 (Tex. 2002)
(manager’'s defamatory statements were not withenciburse and scope because there was no
evidence that making the statements would further émployer’s business or accomplish a
purpose of the manager’s job). A well drafted abanedia policy should also prohibit
employees from forwarding or endorsing defamatdatesnents made by othersSee In re
Perry, 423 B.R. 215, 241, 269-70 (Bkrtcy. S.D. Tex. 20(defendant “published” defamatory
postings in a blog that the defendant did not waiteelling others about the defamatory postings
and forwarding an e-mail with a link to the defaargitpostings).

5. Invasion of Privacy and the Infliction of Emotioraistress
a. By Posting

The online disclosure of truthful but sensitive gmeral information may support an invasion of
privacy claim or an intentional or negligent inflan of emotional distress claim, even if it
cannot support a defamation claim (because iti)fr See, e.g.Yath v. Fairview Clinics, N.P.
767 N.W.2d 34 (Minn. App. 2009).

In Yath Navy Tek worked as a medical assistant for FewvClinics.Id. at 38. Tek saw
Candace Yath, the wife of a friend, visiting a @ocat the clinic. Id. Curious, Tek reviewed
Yath’s medical file and learned that Yath had a rsewual partner, had visited the clinic to be
tested for a sexually-transmitted disease relatedhit new sexual partner, and had been
diagnosed as having a sexually-transmitted diseske. Tek reported what she learned to Net
Phat, who was related to both Tek and Yath as dawnand worked at another Fairview
location. Id. Phat, in turn, told her brother (Yath’s ex-hustha Id.

After word of all this reached Yath, Yath’s grandimer contacted Fairview and reported Tek'’s
conduct. Id. Fairview conducted an investigation and deteeahjrbased part on its review of
Tek’s computer usage, that Tek had in fact acce¥seld's file without a legitimate business
reason. Id. at 39. Fairview also interviewed Phat, who ddrkeowing anything about Yath’'s
medical condition.Id. Fairview did not review Phat's computer usage;ause Phat did not
have access to Yath's filedd. Based on its investigation, Fairview terminatedk but did not
terminate or discipline Phatd.

The day after Fairview terminated Tek, Yath’'s granther informed Fairview that she believed
either Tek or Phat had created a MySpace accouw#ruhe fictitious name “Rotten Candy” that
showed a picture of Yath, stated Yath had a sexti@hsmitted disease, and stated that Yath
had cheated on her husbandd. Fairview attempted to investigate the allegatibat the
MySpace page had been deleted before Fairview coewd it. Id. Fairview noted, however,
that MySpace was a blocked site and thus the pagd oot have been created at Fairvidal.

Yath ultimately sued Fairview for invasion of proyaand the negligent infliction of emotional
distress. Id. at 37-38. The trial court granted summary judgime favor of Fairview, and the
court of appeals affirmedid. at 38. With respect to Yath’s invasion of priyataim, the court
held that the creation of the MySpace page satigte “publicity” element but nevertheless

2 Some states, such as Texas, do not recognizéna fdr the negligent infliction of emotional disss. Boyles v.
Kerr, 855 S.W.2d 593, 597 (Tex. 1993).
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upheld the grant of summary judgment to Fairviegcduse there was no evidence Fairview was
involved in the creation of the MySpace accoumd. at 45. To the contrary, the evidence
established that Fairview had blocked the MySpdieessich that the account could not have
been created at Fairviewld. The court affirmed summary judgment for Fairview Yath’s
infliction of emotional distress claim, because Y #iled to present any evidence suggesting
Fairview should have foreseen Tek's intentional ammluct, the standard for determining
whether an employer is vicariously liable for anpboyee’s intentional acts under Minnesota
law. Id. at 47. Although Fairview ultimately prevailedet litigation occasioned by Tek’s
misconduct underscores the practical value in dexadly reminding employees of their
confidentiality obligations.

b. By Reviewing

An employer may also face an invasion of priva@imlbased on the employer’s review of an
employee’s electronic activitySee, e.g.Quon v. City of Ontario, et al529 F.3d 892 (9th Cir.
2009),cert. granted 77 U.S.L.W. 3619 (Dec. 14, 2009) (No. 08-1332r¢eant’s Section 1983
Fourth Amendment claim based on police departmeetgew of text messages sent using a
police department pager).

In Quon the Ontario Police Department (the “OPD”) disiitidd text-message capable pagers to
its officers, including Sergeant Jeff Quold. at 895. The OPD did not have an official policy
on texting, but it did have a Computer Usage, heerand E-mail Policy” (the “Policy”)
applicable to all employeedd. at 896. The Policy stated, “The use of City-od/imemputers
and all associated equipment, software, prograetsyarks, Internet, e-mail and other systems
operating on these computers is limited to CityQuoftario related business. The use of these
tools for personal benefit is a significant viodattiof City of Ontario Policy.” Id. The Policy
further provided:

C. Access to all sites on the Internet is recoried will be periodically reviewed
by the City. The City of Ontario reserves the rightmonitor and log all network
activity including e-mail and Internet use, with without notice. Users should
have no expectation of privacy or confidentialithem using these resources.

D. Access to the Internet and the e-mail systerma$ confidential; and
information produced either in hard copy or in #ecic form is considered City
property. As such, these systems should not be fesgaersonal or confidential
communications. Deletion of e-mail or other elegicanformation may not fully
delete the information from the system.

E. The use of inappropriate, derogatory, obscenggestive, defamatory, or
harassing language in the e-mail system will naiokerated.

Id.

In addition, in 2000, before the City acquired tregers in 2006, Quon signed an “Employee
Acknowledgment,” which borrowed language from theneral Policy, indicating that he had
“read and fully understand the City of Ontario’smmuter Usage, Internet and E-mail policy.”
Id. Among other things, the Employee Acknowledgmstated that “[tlhe City of Ontario
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reserves the right to monitor and log all network\aty including e-mail and Internet use, with
or without notice,” and that “[u]sers should hawe expectation of privacy or confidentiality
when using these resourcesld. In addition, Quon attended a meeting on Apri] 2802,
during which Lieutenant Steve Duke, a Commandeh wite Ontario Police Department’s
Administration Bureau, informed all present thag ffrager messages “were considered e-mail,
and that those messages would fall under the Qityfiey as public information and eligible for
auditing.” Quon admitted that he “vaguely recals&tending” this meeting but testified that he
did not recall Lieutenant Duke stating at the nmegthat use of the pagers was governed by the
City’s Policy. Id.

In holding Quon nevertheless had a reasonable &tpetof privacy in text messages sent using
the police-owned pager, the Ninth Circuit Couripipeals looked past the plain language of the
Policy, past the plain language of the Employeendekedgment, past the meeting at which
Quon was told the pager was subject to audit, &l {he fact that the pager messages were
subject to public disclosure under the Californiabl Records Act, and focused on the
following facts: (1) Quon was permitted to excéleel 25,000 character limitation established by
the City’s service contract provided he paid theoamted overage charges; (2) Lieutenant Duke
had said he did not want to become involved in acting and would not audit Quon’s pager
use to determine whether it was business or pespravided Quon paid the overages; and
(3) the City had not audited any employee’s pagaga during the eight months between the
distribution of the pagers and its audit of Ququegier. Id. at 907.

The Ninth Circuit’'s holding is presently on revidefore the Supreme Court. Althou@uon
involves a public employer, the Supreme Court'slysis of the reasonableness of Quon’s
expectation of privacy will almost certainly be seas persuasive authority for purposes of
determining whether an employee of a private engldyas a reasonable expectation for
purposes of a common law invasion of privacy clailndeed, if the Supreme Court adopts the
Ninth Circuit’s reasoning, the obvious lesson flbeaployers who wish to preserve their ability
to manage their IT resources as they see fit willdomonitor and audit employee usage of all IT
systems regularly and to take action against angleyaee who makes personal use of those
systems.See idat 907.

Separate and apart from the questignhson raises about an employer’'s ability to destroy
expectations of privacy through explicit policy tetaents, a recent decision under the Stored
Communications Act has raised new questions abaueraployer’s ability to require an
employee to divulge information related to his er bnline activities.See Pietrylo v. Hillstone
Restaurant Groupslip op., 2009 WL 3128420 (D.N.J. 2009) (denyingtion for new trial after
jury found managers’ access of employee Facebomkpgriolated the Stored Communications
Act); Pietrylo v. Hillstone Restaurant Grouglip op., 2008 WL 6085437 (D.N.J. 2008).

Brian Pietrylo (“Pietrylo”) and Doreen Marino (“Mao”) were employed by Hillstone
Restaurant Group as servers at the Houston’s rastain Hackensack, New JerseRietrylo,
2008 WL 6085437 at *1. Pietrylo created a groupMySpace called the “Spec-Tatorld. In

his initial post, Pietrylo stated the purpose @ gnoup was to “vent about any BS we deal with
out [sic] work without any outside eyes spying mws. This group is entirely private, and can
only be joined by invitation. ... Let the s* *t tatky begin.” Id.
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Pietrylo used Houston’s trademarked logo as the ilmw the group, which appeared on the
MySpace profiles of those who were invited into dreup and accepted the invitationd.
Pietrylo invited past and present employees of s to join the groupld. Once a member
was invited to join the group and accepted thetatin, the member could access the Spec-
Tator whenever they wished to read postings omed postings.Id.

Among others, Pietrylo invited Karen St. Jean, @etgr at Houston’s, to join the groupd.

St. Jean accepted the invitation and became aor@etd member of the grougd. One night,
while dining at the home of TiJean Rodriguez, a $lon’'s manager, St. Jean accessed the group
through her MySpace profile on Rodriguez’s home poter and showed Rodriguez the Spec-
Tator. Id. At some point thereafter, Robert Anton, a Hon'stananager, asked St. Jean to
provide the password to access the Spec-Tator,hwdhie did. Id. St. Jean testified she was
never explicitly threatened with any adverse emmilegt action. Id. Nevertheless, St. Jean
stated she gave her password to members of managdreeause they were members of
management and she thought she “would have gatteome sort of trouble” if she did ndd.

Anton used the password provided by St. Jean tesadbtie Spec-Tator from St. Jean’s MySpace
page and printed copies of the contents of the -Spéwr. Id. The postings included sexual
remarks about Houston’s management and custonokss jabout some of the specifications
Houston’s had established for customer service qualdity, references to violence and illegal
drug use, and a copy of a new wine test that wasetgiven to the employeedd. at *2.
Pietrylo testified these remarks were “just jokingld. By contrast, members of Houston’s
management testified they found these postingsetdoffensive.” Id. Indeed, after Robert
Marano, a regional supervisor of operations for $ion’'s, reviewed the postings, he terminated
Pietrylo and Marino.ld. Marano testified he was concerned the contetheMySpace group
would affect the operations of Houston's by conttdg Houston’s four core values:
professionalism, positive mental attitude, aim leape approach, and teamwot8.

Pietrylo and Marino sued Hillstone for violationtbe federal Stored Communications Act, 18
U.S.C. 88 2701-11, (the “SCA”) and the identical\psion of the New Jersey Act, N.J.S.A. 2A:
156A-27. Id. at *3. Both statutes make it an offense to interdlly access stored
communications without authorization or in excessauthorization. Id. Both statutes provide
an exception to liability “with respect to conduwatthorized ... by a user of that service with
respect to a communication intended for that usér8 U.S.C. § 2701(c)(2pccord N.J.S.A.
2A:156A-27c(2). Accordingly, the court turned &tention to whether St. Jean authorized the
review of the postings to the Spec-Tator group lopsion’s managementRietrylo, 2008 WL
6085437 at *3-4.

St. Jean testified that if she did not give thespasd to the manager who asked for it, “I knew
that something was going to happen. | didn’t thimkt | was going to get fired, but | knew that |
was going to get in trouble or something was gdimdhappen if | didn’'t do it.” Id. at *4.

St. Jean also testified that no one told her sheldvde fired but that “[ijt wasn’'t an
overwhelming feeling, but | knew. It sounds badt bdidn’t want to lose my job.... | didn’t
want to lose my job for not cooperating with themld. When asked if she was “following
orders” in giving Houston’s management her passwé&itd Jean stated, “I wasn't following
orders. They asked me and | didn’t know what &tsdo so | just gave it to them.ld. When
asked if she felt pressured into giving her pasdwst. Jean explained “[n]o and yes,” but later
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explained that she believed Houston’s “would haeptkon pressuring me and I'm not good
under pressure.ld. St. Jean acknowledged that she “pretty muchdhbafter | gave him
[Anton] the password all the managers were goirggmit.” Id.

After summarizing this testimony, the court held X&an’s provision of her password to Anton
would not constitute “authorization,” if it was @i under “duress.”ld. at *4. The court then
held that St. Jean’s testimony demonstrated tlaetivas a fact issue as to whether her consent
was given voluntarily or under “duressld. The court further held that Pietrylo and Martre

a reasonable expectation of privacy in the grouph denied Hillstone’s motion for summary
judgment on that claimld.

After a jury found that Hillstone had in fact vitdal the SCA and its New Jersey counterpart, the
court denied Hillstone’s motion for judgment as atter of law, explaining that the jury could
have concluded that St. Jean’s consent did nottibaesan effective authorization under the
SCA. Pietrylo, 2009 WL 3128420 at *2-3. Interestingly, the juigund Hillstone had not
invaded any common law privacy interest of PietigddMarino. Id. at *1.

Setting aside the entertaining fact pattern, thaicance of thePietrylo decision is the court’s
holding that an at-will employee’s consent does metessarily constitute “authorization” for
purposes of the SCA, which appears to be at odts agises recognizing, for example, that an
at-will employee can consent to something as megdumiras a mandatory arbitration program
merely by continuing to work after receiving noticethe program. Compare id. with In re
Halliburton Co, 80 S.W.3d 566, 569 (Tex. 2002) (citibipthaway v. General Mills, Inc711
S.W.2d 227 (Tex.1986)).

From a practical standpoint, thH&etrylo court's wholesale failure to provide any guidance
whatsoever regarding when an employer may safdly op a consent given by an at-will
employee and when an employer must instead be cwttehat the employee harbors some
unstated, secret reservations about providing cansdl later be held to have destroyed the
consent’s effectiveness is troubling, to say ttesteSeePietrylo., 2008 WL 6085437 at *3-4
(finding a fact issue on whether consent was frgelgn, where employee voluntarily disclosed
online group to one manager, was never threatertbdadverse action for refusing to share her
user id or password, and never expressed any comeer providing such information when
asked).

In the face of decisions likQuon and Pietrylo, a well drafted social media policy should
specifically address the issue of privacy expeatetin social media, remind employees that the
fact that the employer has not exercised its acgdht in the past should not create any
expectation that it will not do so in the futureydaspecifically disclaim the ability of any
management official to contradict the explicit teraf the policy on such matters.

6. The National Labor Relations Act
It is only a matter of time before employees anibiis begin using social media to organize and
otherwise engage in protected discussions regattiedgerms and conditions of employment.

Cf. Quigley v. Giblin 569 F.3d 449 (D.C. Cir. 2009) (affirming summauggment in favor of
union on claim by union members that union resotutrequiring password protection on
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campaign websites limited their ability to commuatec with other union members by, among
other things, effectively prohibiting candidatesnfr having campaign pages on Facebook).
Accordingly, a well drafted social media policy sikbreference a company’s policy on the use
of IT resources and reaffirm any restrictions oa tise of such resources to solicit or distribute
information on behalf of third party organization€f. Guard Publ'g Co.351 N.L.R.B. 1110,
1111 (2007),enforcement granted in part and denied in part aathanded in partGuard
Publishing Co. v. N.L.R.B571 F.3d 53 (acknowledging permissibility of region on use of
corporate IT resources to solicit or distribute eniais on behalf of third party organizations).

Similarly, although a social media policy shoulgkoitly remind employees that they may not
disclose confidential information outside of themgany, the policy should be mindful of the
right of employees to discuss their own compensatod other terms and conditions of
employment for the purposes of engaging in acésitprotected by section 7 of the National
Labor Relations Act.Cintas Corp. v. N.L.R.B482 F.3d 463, 467 (D.C. Cir. 2007) (enforcing
Board order finding that an employer’s confidentyapolicy was unlawful, because employees
could reasonably construe it as prohibiting pr&edection 7 conduct).

7. Lawful Off-Duty Conduct

A well drafted social media policy should also agubfor the fact that California, Colorado,
New York, and North Dakota have enacted statutegitig an employer’s ability to terminate
(and in some instances fail to hire or otherwisgcmininate against) an employee based on
lawful activity conducted outside of working howanrsd away from the employer’s premisé&ee
CAL. LaB. CoDE 88 96(k), 98.6(a); GL. STAT. 24-34-402.5; N.YLAB. CoDE § 201-d(2)(c);
N.D. CenT. CoDE § 14-02/4-03. Likewise, the policy should be nfihaf the fact that lllinois,
Minnesota, Montana, Nevada, North Carolina, andc@fisin have enacted statutes limiting an
employer’s ability to discipline or terminate (aimd most instances fail to hire or otherwise
discriminate against) an employee based on themmels use of lawful products after hours
and off site. See820 ILCS 55/5; NNN. STAT. ANN. § 181.938; MNT. CODE ANN. 88 39-2-313,
314; Nev. REV. STAT. ANN. § 613.333; N.C. &\. STAT. § 95-28.2; W5. STAT. ANN. § 111.35.
Accordingly, broad statements in a social mediacgglurporting to extend the employer’s other
policies to online conduct that occurs after hoamsl without any use of the employer’s IT
resources or other facilities should be prefacedl tie ever popular “subject to applicable law”
disclaimer.

8. First Amendment Retaliation (Public Employers)

A public employer’s attempt to regulate a publicpboyee’s off-duty use of social media raises
concerns under the First Amendment. It is weltlsgtthat a public employer.€., a state or
political subdivision of a state) “cannot conditipablic employment on a basis that infringes the
employee’s constitutionally protected interestri@etlom of expression.'Garcetti v. Ceballos
547 U.S. 410, 413 (2006). And a public employee vghterminated (or otherwise discriminated
against) in retaliation for exercising his or heghts under the First Amendment has a
recognized cause of action for First Amendmentlisgian. Id.; see also Pickering v. Board of
Education 391 U.S. 563 (1968).
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A court entertaining a public employee’s First Amderent retaliation claim must, however,
determine whether the plaintiff expressed his vias/a citizen, or as a public employee pursuant
to his or her official dutiesGarcetti v. Ceballos547 U.S. 410, 421 (2006). If the statement was
made pursuant to the employee’s official dutieg, émployee is not speaking as a citizen for
First Amendment purposes, and the Constitution does insulate the employee’s
communications from employer disciplindd. By contrast, a public employee who makes
public statements outside the course of perfornfirgg or her official duties retains some
possibility of First Amendment protection, becatisat is the kind of activity engaged in by
citizens who do not work for the governmend. at 423.

Stated differently, if the employee is not spealasga citizen on a matter of public concern, the
employee has no First Amendment cause of actiomdoas his or her employer’s reaction to the
speech.Id. at 418 This consideration reflects the importance of tlatronship between the
speaker’s expressions and employmeid. A government entity has broader discretion to
restrict speech when it acts in its role as emplopet the restrictions it imposes must be
directed at speech that has some potential totatfiecentity’s operations.d. The Supreme
Court elaborated on this issueGarcettias follows:

When a citizen enters government service, theetitizy necessity must accept
certain limitations on his or her freedom. Goveemtnemployers, like private

employers, need a significant degree of controf dlveir employees’ words and
actions; without it, there would be little chana& the efficient provision of

public services. Public employees, moreover, otiecupy trusted positions in
society. When they speak out, they can expressvsvithat contravene

governmental policies or impair the proper perfamoe of governmental

functions.

At the same time, the Court has recognized thaitizes who works for the
government is nonetheless a citizen. The First ddmeent limits the ability of a
public employer to leverage the employment relathop to restrict, incidentally
or intentionally, the liberties employees enjoy timeir capacities as private
citizens. So long as employees are speaking aergst about matters of public
concern, they must face only those speech resmgtihat are necessary for their
employers to operate efficiently and effectively.

Id. at 418-19 (citations omitted)see also Connick v. Myergl61 U.S. 138, 143 (1983)
(“[G]overnment offices could not function if evegynployment decision became a constitutional
matter.”).

Assuming the court determines the public employas gpeaking as a citizen and not pursuant
to his or her official duties, the employee mustrnttdemonstrate: (1) his or her speech was
constitutionally protected, (2) he or she suffeadadverse employment decision, and (3) there
is a causal connection between the speech anditleese employment determination, such that
it may be said that the speech was a motivatingpfan the determinationMorris v. Linday

196 F.3d 102, 110 (2d Cir. 1999). If the emplopeeduces evidence of these three elements,
the public employer may nevertheless escape ligliyi demonstrating either: (1) it would have
taken the same adverse action in the absence pfabkected speech; or (2) the plaintiff's speech
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was ‘“likely to disrupt the government’s activitiemnd the likely disruption was sufficient to
outweigh the First Amendment value of plaintiffgegch.” Mandell v. County of Suffoll816
F.3d 368, 382-83 (2d Cir. 2003).

Not surprisingly, public employees’ use of sociaédia has already joined other forms of
expression€.g, writing a letter to the editor or speaking atrags conference) in forming the
basis of a First Amendment retaliation clai®ee, e.g., Spanierman v. Hugh®s6 F. Supp. 2d
292 (D. Conn 2008)Snyder v. Millersville University2008 WL 5093140 (E.D.Pa. 2008)
(unreported).

For example, irspaniermana non-tenured high school teacher was fired attecreated several
MySpace profiles. Spanierman 576 F. Supp. 2d at 292. According to Mr. Spanaa, he
originally began using MySpace, because students asking him to look at their MySpace
pages.ld. at 298. Mr. Spanierman explained that he useiiglSpace account to communicate
with students about homework, to learn more abdmistudents so he could relate to them better,
and to conduct casual, non-school related discassiol. The teacher then created a MySpace
account and created several different profiledd. One of his profiles was called
“Mr. Spiderman,” which he maintained on MySpacenirthe summer of 2005 to the fall of
2005. Id.

Elizabeth Michaud, a guidance counselor at the taghool at which Spanierman taught,
testified that she received student complaints aBpanierman’s MySpace page, so she viewed
it. 1d. According to Michaud, the plaintiff's profile pagncluded “a picture of the Plaintiff
when he was ten years younger, under which wetarpg of [the plaintiff's] students.ld. In
addition, according to Michaud, near the picturéshe students were pictures of naked men
with what she considered “inappropriate commentsdamneath them.Id. Michaud further
testified she was disturbed by the conversatiorenf®pman was apparently conducting on his
profile page. Id. Specifically, Michaud stated Spanierman’s conagoss with the students
were “very peer-to-peer like,” with students talkito him about what they did over the weekend
at a party, or about their personal problertts. Michaud felt Spanierman’s profile page would
be disruptive to studentdd.

After viewing Spanierman’s profile page, Michaudokp with Spaneirman about his online
communications with students about things that weterelated to school, and suggested that he
use the school email system for the purpose ofatul topics and homeworKkd. Michaud
also told Spanierman that some of the picturesiepiofile page were inappropriatéd. After
Michaud spoke with Spanierman, Spanierman deaetivdhe offending “Mr. Spiderman”
profile. Id. Shortly thereafter, however, Spanierman createéva MySpace profile named
“Apollo68,” which was “nearly identical” to the ahding “Mr. Spiderman” profile.ld. The
high school suspended Spanierman while it condu@edinvestigation, at which point
Spanierman promptly disabled the “Apollo68” profillel. at 298-99.

At the conclusion of the investigation, the schdetided not to renew the plaintiff's one-year
employment contract for the next school year bezdus plaintiff had “exercised poor judgment
as a teacher” in his use of the MySpace page.at 299. Spanierman sued the school district
under 42 U.S.C. § 1983, claiming the school hathtedl his First Amendment rightsd.
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The court determined that Spanierman’s communicatan MySpace were not made pursuant
to his responsibilities as a teacher and Gatcetti did not, as a result, preclude his First
Amendment claim.ld. The court then turned to the question of whe8panierman’s MySpace
posts were on a matter of public conceld. The court noted that expressing dissatisfaction
with working conditions is not, by itself, speech matters of public concernld. at 309-10
(citing Tiltti v. Weise 155 F.3d 596, 603 (2d Cir.199&ewis v. Cowenl65 F.3d 154, 164 (2d
Cir. 1999)) (“[S]peech on a purely private matrch as an employee’s dissatisfaction with the
conditions of his employment, does not pertain toaiter of public concern.”). In fact, after a
careful review of the page’s content, the distrmtirt concluded that only one portion potentially
constituted protected expression on a matter ofipabncern: a poem Spanierman had written
that arguably protested the war in Iralgl at 310. The district court determined, howeVeat t
there was no evidence of a causal nexus betweeariedpean’s poem and his terminatiold. at
311. Instead, the court noted certain communination Spanierman’s MySpace account that
the school could have found disruptive to schogailitess:

Byczko [a student]: “yo, hows it going sir? i figaar i would leave a comment because
i'm bored:)”

Plaintiff: “Things are going well for me. Sorry thyou are bored. I'll see you tomorrow.
If you ever call me sir again, you will be serviagletention sooooo long that your great
grandchildren will have to finish it out. LOL”

Byczko: “hey, i think thats a threat, u and me nigéave to fight!!! SIR!!! lol, see ya
tomorrow!”

Plaintiff: “I would never threaten you. It's a sght out promise. I'll give you a choice
you can serve detention until you've copied evaagepof every book in my room or you
can stay from tomorrow until 11-22-3088"

Id. at 312.

Plaintiff: “Repko [the screen name for a studemnt] Ashley [another student] sittin in a
tree. KI S SI N G. 1st comes love then comes iager HA HA HA HA HA HA

repko [the student]: “dont be jealous cuase you gahany lol:)”

the plaintiff: “What makes you think | want anyPl’not jealous. | just like to have fun
and goof on you guys. If you don't like it. Kiss rbyass! LMAO”

Id.

Having found no evidence of a causal nexus betveerpotentially protected speech and the
termination, and having found some evidence coimgethe termination to unprotected speech,
the court granted summary judgment for the schdablat 313. Although the school ultimately
prevailed, the litigation its decision engenderederscores the need for public employers to be
particularly mindful of the reach of their sociakdia policies.
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9. Due Process Claims (Public Employers)
a. Procedural Due Process

Public employees are also entitled to certain dwegss protections. Specifically, employees
are entitled to procedural due process, if an eygple actions involve the deprivation of
interests encompass by the Fourteenth Amendmerdtsqtion of liberty and propertyBd. of
Regents of State Colleges v. Ral8 U.S. 564, 569-70 (1972). When an employactson—
such as a termination—deprives an employee of surclinterest, the employee is generally
entitled to a pre-deprivation hearingd.; see also Patterson v. City of Utjca70 F.3d 322, 329
(2d Cir. 2004) (“The Due Process Clause of the temmth Amendment requires that, generally,
a person must be afforded the opportunity for arihgaprior to being deprived of a
constitutionally protected liberty or property irget.”).

Generally, in the employment context, a propertgriest arises only where the public employer
is barred, whether by statute or contract, fronmteating (or not renewing) the employment
relationship without causeS & D Maint. Co., Inc. v. Goldir844 F.2d 962, 967 (2d Cir. 1988).
For example, irBpaniermanthe court found Spanierman did not have a prgpeght and thus
was not entitled to due process, because the scoodd choose not to renew his employment
agreement at will. Spanierman576 F. Supp. 2d at 302-03. Likewise,Gteean Beachthe
district court found that the plaintiffs did notJsaa property interest in their employment,
because their employment was seasonal (and thep&i@ry,” in the court’s view) and because
the plaintiffs did not meet the continuous emplowtrtest for protection under New York’s civil
service law.Ocean Beach2010 WL 599388 at *7.

Under the right circumstances, a public employeg aiso be able to make a due process claim
in connection with the deprivation of a libertyenest. Ocean Beach2010 WL 599388 at *8.
Generally, termination from employment or refusahtre, by themselves, do not constitute the
deprivation of a liberty interestSee e.g, Roth 408 U.S. at 577 (1972). Courts have held,
however, that a plaintiff may establish a due pssadaim based upon a deprivation of a liberty
interest, if the plaintiff is able to establish dage to his or her reputation, “coupled with the
deprivation of a more tangible interest, such agegument employment.Patterson v. City of
Utica, 370 F.3d 322, 330 (2d Cir. 2004). Such clainescammonly referred to as “stigma-plus”
claims. Ocean Beach2010 WL 599388 at *8.

To prevail on a stigma-plus due process claim bageoh termination from government
employment, a public employee must establish (&)défendant made stigmatizing statements
about the employee, which impugned the employeedsl gname, reputation, honor, or integrity;
(2) the alleged stigmatizing statements were palbidisclosed, including being placed in the
employee’s personnel file; and (3) the statemergsewnade concurrently with, or in close
temporal relationship to, the employee’s dismidsah government employmentSegal v. City
of New York459 F.3d 207, 212-13 (2d Cir. 2006) (internaltgtions and citations omittedyee
also Patterson370 F.3d at 330. Under some circumstances, ayeiblic employer’s refusal to
rehire an employee may implicate the employee’srtibinterests.Ocean Beach2010 WL
599388 at *8 (citingbonato v. Plainview-Old Bethpage Central Schooltis, 96 F.3d 623,
630 (2d Cir. 1996)).
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Overall, the test of whether a public employer'sac (such as termination or refusal to rehire)
impacts an employee’s liberty interest is whetlher gtate employer’s action “imposed on him a
stigma or other disability that foreclosed his ttem to take advantage of other employment.”
Roth 408 U.S. at 573. Ultimately, i@cean Beachthe district court concluded the plaintiffs

were afforded sufficient due process and did notrdafore, determine whether the plaintiffs
actually suffered a deprivation of a liberty intgreOcean Beach2010 WL 599388 at *9-10.

In light of the foregoing, a public employer shoplavide procedural due process to any public
employee who has a property interest in his oremgployment, before taking action against the
employee based on his or her use of social mebBoareduce the risk of arguable “stigma-plus”

claims, public employers should consider takingce&decare to ensure that the specifics of the
employee’s social media use (which may be salagianesnot widely distributed or publicized.

b. Substantive Due Process

Substantive due process is distinct from procedidmal process and represents an outer limit on
the legitimacy of governmental actiorSpanierman576 F. Supp. 2d at 303 (citiridatale v.
Town of Ridgefield170 F.3d 258, 263 (2d Cir. 1999)). The SupreroarChas emphasized that
“the touchstone of due process is protection of ithgividual against arbitrary action of
government ... whether the fault lies in a denfalundamental procedural fairness, ... or in the
exercise of power without any reasonable justificatin the service of a legitimate
governmental objective County of Sacramento v. Lewis23 U.S. 833, 845-46 (1998) (internal
citations and quotation marks omitted).

Like a procedural due process claim, a substaniieeprocess claim requires the plaintiff to first
establish the existence of a “federally protectgoteerty right,” which requires a demonstration
of a clear entitlement to a benefit under state Bpanierman576 F. Supp. 2d at 303. Second,
the plaintiff must demonstrate that “the governmastton was so egregious, so outrageous, that
it may fairly be said to shock the contemporarysoience.”ld. (citing Benzman v. Whitman,
523 F.3d 119, 126 (2d Cir. 2008) (internal quotatioarks omitted)Lewis 523 U.S. at 846-47.
A plaintiff must show “not just that the action wigerally arbitrary, but that it was arbitrary in
the constitutional sense. Mere irrationality ist moaough: only the most egregious official
conduct, conduct that shocks the conscience, wiliect the government to liability for a
substantive due process violation based on execattion.” Id. at 303-04 (citingD’Connor v.
Pierson 426 F.3d 187, 203 (2d Cir. 2005)).

In Spainermanthe court found the plaintiff did not have a olafor a substantive due process
violation based on the school’s decision not tevermis contract.ld. at 304. The court based
this decision again on the conclusion that thengiaidid not have a property interest in his at-
will employment. Id. Further, the court found that the school’s actidigsnot rise to the level
of egregiousness required for a substantive dueepsoclaim.Id. For public employees who
may actually have a property interest in their empient, public employers are well advised to
ensure that their social media policies are notrlgvaggressive and that a public employee
accused of violating same is afforded the propgrekeof due process.
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10. “Endorsement”

In addition to the standard fare of employmenttsglaconcerns, other, seemingly arcane legal
concerns are implicated by the use of social megiamployers and employees. Although a full
discussion of these concerns is beyond the scopleisopaper (which is explicitly focused on
employment-related issues implicated by the ussoofal media), the revised Federal Trade
Commission (“FTC”) Guides Concerning the Use of @&séments and Testimonials in
Advertising (the “Guides”) are worthy of mention.

Per the Guides, “When there exists a connectiowdssi the endorser and the seller of the
advertised product that might materially affect theight or credibility of the endorsement(,

the connection is not reasonably expected by tlenae), such connection must be fully
disclosed.” 16 C.F.R. § 255.5. Failure to make tlisclosure may result in liability. 16 C.F.R.

§ 255.1. Although the connection between the FT@d& employers, employees, and online
social networking policies may not be immediatgdparent, one of the examples provided in the
Guides leaves little doubt that the FTC has bloggmployees on its mind:

Example 8: An online message board designated for discusssbmew music
download technology is frequented by MP3 playehesitsts. They exchange
information about new products, utilities, and thmctionality of numerous
playback devices. Unbeknownst to the message lmmaruinunity, an employee
of a leading playback device manufacturer has hjmEsting messages on the
discussion board promoting the manufacturer's pcbduKnowledge of this
poster's employment likely would affect the weighbt credibility of her
endorsement. Therefore, the poster should claadyconspicuously disclose her
relationship to the manufacturer to members anderseof the message board.

16 C.F.R. § 255.5.

In light of the Guide, a social media policy shousldecifically require employees to identify
themselves as employees of the company when sgeakiut the company or its products. In
addition, to ensure the other potential issuescai®al with social media use by employees are
properly addressec ., copyright infringement, trade disparagement, geee trade practices,
insider tradinggtc), specialists from multiple fields should be pamd the opportunity to put
their “stamp” on the policy.

C. A Sample

A sample social media policy has been attachedpgeidix A. It should be noted that this is a
sample only and assumes a private, publicly-traglagloyer. An actual social media policy
should be developed by the employer, in conjunctigth its legal counsel and subject matter
experts, taking into consideration the specificdfi® and risks the use of social media may
present to that employer.

It should further be noted that the sample polgsumes the Company has a robust and properly
drafted IT Resources, Software Licensing, and Appate Workplace Behavior policies, as well
as strict rules surrounding media relations managénand the protection of confidential
information. In addition, it should be noted thlaeé sample policy makes certain significant
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decisions, like permitting managers to be friendh wmployees, that employers should consider
carefully in light of their specific circumstancbsfore adopting. Likewise, it should be noted
that the sample policy makes certain risk trads;dike affirming the right of employees to
disclose their own compensation information (to rduagainst section 7 claims under the
NLRA) and giving employees the choice about whetitereport negative information they
uncover about the company (to guard against se@{@ai1) surveillance claims under the
NLRA and hours worked claims under the FLSA), whioay not be strictly necessary and
should be examined carefully before being adopted.

Perhaps most importantly, it should be noted aglaat this sample policy is written by an

employment lawyer with an emphasis on the potergrabloyment issues associated with
employee and manager use of social media, as opposbe myriad of other issues associated
with general social media etiquette, the use ofatonedia as a marketing tool, or the use of
social media for online business collaboration.théligh the sample policy contains elements
relevant to these other areas of concern, theynan® way the focus of this particular sample
and should not be viewed as a substitute for ctatsauh with an appropriate specialist. Indeed,
even the employment-related provisions should motviewed as a substitute for consultation
with an employment specialist familiar with the sifie circumstances of the employer, its

employees, and their respective use of social media

Finally, whether or not an employer adopts a spegiblicy, employers should consider
customized training for their managers, recruitégaye managers, and investigators regarding
the proper use of online media in managing empysaecting candidates, managing absences,
and investigating potential workplace miscondugbr example, while the sample policy makes
frequent use of the “subject to applicable law”cthsmer, it is important for recruiters to
understand the limits of what they may and may cwtsider when evaluating a candidate’s
social media content, particularly in those stdteg prohibit consideration of lawful off-duty
conduct when making a hiring decision. Statecedgfitly, ensuring the employer’s social media
policy is properly applied given the employer’s gfie circumstances and specific uses of social
media is every bit as important as ensuring thastitial media policy is properly drafted.

. Ethical Issues for Attorneys

There are unique ethical issues surrounding a ldsvyse of social media to conduct discovery
in connection with a dispute. This portion of thaper provides an overview of a lawyer’'s
obligations under the Model Rules of Professionahdiict (the “Model Rules”)—and the Texas
Disciplinary Rules of Professional Conduct (the Xag Rules”), which largely adopt the Model
Rules—uwith respect to social media-based discovery.

A. Use of Social Media in Formal Discovery

Parties have begun to see social media as a pitsentirce of discovery in litigation. As far
back as 2005, Starbucks was seeking social meldigedediscovery in connection with its
defense of a Fair Labor Standards Act collectiviioac Pendlebury v. Starbucks Coffee Co.
2005 WL 2105024 (S.D. Fla. 2005). More specifigalbtarbucks sought discovery of any
“internet handles” used by any of the plaintiffsniaking any posting about Starbuchd. at *3.

Starbucks argued such information would lead todiseovery of internet postings it believed
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the plaintiffs had made regarding the number ofreitliey worked and the nature of their duties.
Id. The court denied the request until such tim&tasbucks has established that the plaintiffs
had made such postingkd.

More recently, a Pennsylvania federal court adeéxksbe discoverability of the identities of
anonymous social media participantdcVicker v. King2010 WL 786275 (W.D. Pa. March 3,
2010). InMcVicker, William McVicker sued the Borough of Jeffersonlisliithe “Borough”)
and certain Borough Council members, claiming that defendants unlawfully terminated his
employment with the Borough in violation of Titldl\the Age Discrimination in Employment
Act, the First Amendment, the Fourteenth Amendrsekijual Protection Clause, and the
Pennsylvania Human Relations Adtl. at *1.

The McVickercourt described the time frame regarding wherBiiugh Council first learned
that McVicker had filed an EEOC claim as “criticald Plaintiff's claims of retaliation and
discrimination due to political affiliation.ld. According to McVicker, the four individual
council member defendants all provided depositiestitnony that the termination of his
employment was not discussed until on or aboute®aiper 8, 2008.1d. McVicker contended
that this testimony was contradicted by the demositestimony of other members of Council
who were not named as individual defendaidis.

McVicker then sought production of records from brfTotal Media, Inc., owner of the
“YourSouthhills.com” website, that would identifyramber of anonymous bloggers who posted
information on YourSouthhills.com during the periofl May 1, 2008, to June 8, 2008d.
According to McVicker, these posts were in “vergsg proximity to the time when the Plaintiff
reasonably believes that Defendants were aboutki® &n adverse employment action against
him.” Id. The posts reflected an ongoing discussion ofattgevities of the government of
Jefferson Hills Boroughld.

Trib Total Media objected to the subpoena and &s$ethe First Amendment rights of its
anonymous posterdd. at *1-2. The court denied McVicker's attemptctampel the discovery,
finding that Trib Total Media had standing to asdérst Amendment rights on behalf of its
users, that the terms of service of the blog cceateexpectation of privacy, that the information
was not directly related to the claims of the casel that the plaintiff had not demonstrated the
information required for impeachment could not béaced from another sourcé. at *4-6.

As the popularity of social media continues to ,rigeappears inevitable that discovery will
increasingly involve investigation of internet pags. Investigation of internet postings on
social media and their authors is particularly ba tise in defamation cases, as plaintiffs are
increasingly using third-party subpoenas to seekidlentity of anonymous bloggers who post
allegedly defamatory statementSee, e.g., Krinsky v. Doe59 Cal.App.# 1154, 1168-73
(2008);In re Does 1-10242 S.W.3d 805 (Tex.App.—Texarkana 20(lghr Harrison Harvey
Branzburg & Ellers, LLP v. JPA Development, |n2006 WL 37020, * (Pa. Com. Pl. 2006)
(collecting cases).
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B. Use of Social Media in Informal Discovery

Litigators have also realized that of social mentiay be used for such informal discovery
purposes as monitoring an opposing party’s socediasites for useful tidbits of information,
monitoring juror’'s posts to establish potential hig@earching social media connections for
potential witnesses to support a case, or searduoigl media connections to identify potential
defendants to a claimSee, e.g., Parker v. Jekyll & Hyde Entertainmenidithgs, LLC 2010
WL 532960 (S.D.N.Y. 2010) (approving an enhancenasvdrd for named representatives of a
class based in part on the named plaintiff's comatf a Facebook page to identify and locate
other class members)).S. v. Fump 2009 WL 1688482 (E.D. Pa. 2009) (finding no juror
misconduct based on juror's Facebook postings atustduring trial and subsequent media
attention of the Facebook postingBlealix Infusion Therapy, Inc. v. Helix Health LL@0)08
WL 1883546 (S.D. Tex. April 25, 2008) (slip copy3ame); Pitbull Productions, Inc. v.
Universal Netmedia, Inc2008 WL 1700196, *6 (S.D.N.Y. April 4, 2008) (slgopy) (same);
Goupil v. Cattell 2007 WL 1041117 (D.N.H. 2007) (slip copy) (defandmoving to set aside
criminal conviction after discovering that the juigreman had been composing a blog before,
during, and after the trial that included the foeers negative impression of criminal
defendants)Mark Hanby Ministries, Inc. v. Lube2007 WL 1004169, *6-8 (E.D. Tenn. 2007)
(slip copy) (analyzing whether blog postings, amotiger things, provided sufficient basis for
exercise of jurisdiction)¢f. Lorraine v. Markel American Ins. C&007 WL 1300739, *39-55
(D. Md. 2007) (analyzing a variety of hearsay exiceys as they relate to blogs and other
electronically stored utterance®)17, Inc. v. Lavandeira2007 WL 790061, *4 (C.D. Cal. 2007)
(not reported in F.Supp.2d) (excluding as heardayg lentries identifying defendant as the
source of allegedly infringing photograph€jngular Wireless, LLC v. Hispanic Solutions, Inc.
2006 WL 3490802, *1 (N.D. Ga. 2006.) (slip copydaptiff relying on “certain ‘blog’ chat” to
support allegations that defendant made unsolicibdne calls to the mobile phones of
plaintiff's customers)McCabe v. Bashayi50 F.Supp.2d 916, 924 (N.D. lowa 2006) (in suit
alleging nationwide conspiracy to suppress disspldintiffs moving court to consider an
anonymous blog entry from someone claiming the i@ees shot him the bird at a rally in
Pennsylvania).

For example, inQuigley v. Karkusthe plaintiff, a publicly traded company, suedyraup of
investors who collectively owned more than 10 percef the shares of Quigley for alleged
violations of the Securities and Exchange Act 084L.9Quigley v. Karkus2009 WL 1383280,
*1 (E.D. Pa. 2009). Quigley and the investors wamgaged in a proxy contest over election of
the board of directors. Quigley alleged the investwere attempting to obtain control of the
company by means of materially false statementsraxy materialsld. Among other things,
Quigley alleged the investors failed to disclosat thnother investor, Mr. Ligums, was part of
their “group” (as defined by the Securities and li&amye Act) that intended to solicit proxies for
the unseating of the incumbent Quigley boddl.at *3.

Quigley contended that Ligums’ extensive persomal professional connections with many of
the investors led to the conclusion that he agteeakt in concert with the investors to solicit
proxies and vote shares for control of the compalay. Quigley based this claim, in part, on

evidence that Ligums had extensive personal anfiégsmnal connections with other members
of the investor group, including that Mr. Ligums sv&acebook “friends” with one of the

investors and one or more of that investors’ cbifdid. at *5.
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The court flatly rejected any argument that Mr. ungs’ Facebook activity deemed him a
member of the “group” for purposes of the Secwsitiad Exchange Act:

For purposes of this litigation, the Court assigossignificance to the Facebook
“friends” reference. Facebook reportedly has mbe:nt200 million active users,

and the average user has 120 “friends” on the ditee fastest growing

demographic is those [users] 35 years old and olBacebook Pressroom,
http://lwww.facebook.com/press/info.php? statisiitgay 13, 2009). Regardless
of what Facebook's apparent popularity or usefglmeay say about the nature of
21st century communications and relationships sites designers' selections of
icons or labels offer no substance to this displrideed, the Court notes that
electronically connected “friends” are not among titany of relationships

targeted by the Exchange Act or the regulationsedspursuant to the statute.
Indeed, “friendships” on Facebook may be as flgetas the flick of a delete

button.

Id. at *5, fn. 3.

In another case, TEKsystems—a company that receritploys, and provides the services of
technical service personnel, industrial personaet] office personnel—recently used LinkedIn
connections to allege violations of contractual Exyge non-solicitation provisions by its former
employees. TEKsystems, Inc., v. Hammernik ef Bllo. 10-CV-00819 (D. Minn. Mar. 16, 2010).
TEKsystems sued several of its former recruitergluding defendant Hammernick, for
violations of employment agreements with TEKsystembich included covenants not to
compete, not to solicit, and not tdivulge confidential information. In its complajnt
TEKsystems alleged Hammernick solicited TEKsystewmntract employees and clients on
behalf of her new employer. In support of its céaimd, TEKsystems alleged that “Hammernick
has communicated with at least 20T&Ksystems’ Contract Employees using such eleatroni
networking systems as “Linkedin.”ld. at 10. TEKsystems further alleged that in such
communications, Hammernick asked one employee ivag “still looking foropportunities.”

Id. She then stated that she “would love to have [youhe visit my new office andear about
some of the stuff we are working onltl. TEKsystems attached the alleged communication to
its complaint. Id.

It is in this context that questions under Rulésahd 4.3 of the Model Rules and Rules 4.02 and
4.03 of the Texas Rules arise. In particular, uke of social media in this fashion raises the
issues of whether using social media to informg#yher information about a party constitutes a
“communication” for purposes of the Model Rules arekas Rules and, if so, whether that
communication runs afoul of the rules for commutir@awith a represented or unrepresented

party.
C. The Texas Disciplinary Rules of Professional diont

According to the American Bar Association, 47 stdtave rules of professional conduct relating
to lawyers that follow the format of the Model Rsille American Bar Association,

http://www.abanet.org/cpr/mrpc/alpha_states.hiast visited May 10, 2010). In addition, 39
states have generally adopted the comments to tdelMRules. American Bar Association,
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http://www.abanet.org/cpr/pic/comments.p@#st visited May 10, 2010). Analysis under the
Model Rules can thus serve as a useful guidelinaduiressing questions of lawyers’ ethical
responsibilities.

1. Ethical Limits on Communications

The Model Rules and Texas Rules include two rutes generally govern communications by
lawyers with persons other than their clients aeeptal clients. The first, Model Rule 4.2 and
Texas Rule 4.02, addresses communication with psnato are represented by counsel, such as
adverse parties in litigation:

In representing a client, a lawyer shall not comivate about the subject of the
representation with a person the lawyer knows tordmresented by another
lawyer in the matter, unless the lawyer has theseonof the other lawyer or is
authorized to do so by law or a court order.

MODEL R. oOF PROF. CONDUCT 4.2; see alsoTEX. DISCIPLINARY R. PROF. ConDUCT 4.02(a) (“In
representing a client, a lawyer shall not commueicar cause or encourage another to
communicate about the subject of the representatitim a person, organization or entity of
government the lawyer knows to be represented bthanlawyer regarding that subject, unless
the lawyer has the consent of the other lawyes authorized by law to do so.”)

The second, Model Rule 4.3 and Texas Rule 4.03eadds communication with persons who
are not represented by counsel:

In dealing on behalf of a client with a person vibioot represented by counsel, a
lawyer shall not state or imply that the lawyedisinterested. When the lawyer
knows or reasonably should know that the unreptedeperson misunderstands
the lawyer’s role in the matter the lawyer shalkemaeasonable efforts to correct
the misunderstanding. The lawyer shall not gigaledvice to an unrepresented
person, other than the advice to secure coundék ilawyer knows or reasonably
should know that the interests of such a person cardhave a reasonable
possibility of being in conflict with the interest§ the client.

MODEL R. oF PROF. CONDUCT 4.3; see also,TEX. DISCIPLINARY R. PROF. CoNDUCT 4.03 (“In
dealing on behalf of a client with a person whaas represented by counsel, a lawyer shall not
state or imply that the lawyer is disinterested.eWhhe lawyer knows or reasonably should
know that the unrepresented person misunderstéedwyer’'s role in the matter, the lawyer
shall make reasonable efforts to correct the miststdnding.”).

Moreover, courts have confirmed that the rules ndigg professional conduct of attorneys apply
to online activity. See, e.g., United States f. Kh&38 F. Supp. 2d 929, 935-36 (E.D.N.Y. July
19, 2007) (cautioning an attorney to review thetipgs on his website in light of New York’s
Disciplinary Rules and to “comport himself in a man that adheres to these rules”). In
addition, the court observed that, given the natidirhe Internet, the attorney’s online postings
also may be subject to the codes of professionaduct of other statedd.
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a. Whether Online Posting Constitutes a “Commuiaoat

Use of social media by a lawyer for informal diseguvcould take several forms. A lawyer may
make use of an opposing party’s social media sitéhie purpose of gathering information about
the party or the subject matter at hand by passrealiewing the party’s social media content.
Alternatively, the lawyer could take a more actigie by posting content on a social media site,
initiating an original post, or posting a respotseanother post. These posts might be on the
lawyer’s social media site or someone else’s sooedia site.

i Passive Review

Model Rule 4.2 and Texas Rule 4.02 states thatvgeashall not “communicate” about the
subject of his or her representation with a petbenawyer knows to be represented. Although
there is no law on the subject (yet), a passiveevewf a party’s social media site seems to be
less like a “communication,” because there is medafiinteraction between the individual who
posted the information and the lawyer reviewingTihis use of a social media seems to be more
comparable to a review of an unprivileged docunvehintarily produced by the party.

ii. Affirmative Posting

By contrast, an attorney who affirmatively and ipeledently posts content on a social media site
connected to a represented party in an attempiatbeg information relevant to the subject
matter of the party’s representation may be inoserrisk of violating Model Rule 4.2 and Texas
Rule 4.02. Among other things, it is importantctmsider whether the affirmative post by the
attorney is an original post or a response to gigtiag post. It is also important to consider
whether the post by the attorney is on the attdsnsycial media site or on someone else’s social
media site.

In contrast to a passive review of postings, aoradty who initiates an original post seeking to
elicit a response from a represented party appedi| squarely within the Rules’ prohibition
against communicating with a represented party allo& subject matter of representation
without the consent of opposing counsel. Whileréhis no law on this subject (yet), the
initiation of an original post by an attorney apfgedo be a “communication” with the
represented partySeeDavid Hricik, The Ethics of Blogging, Blawging, Chatting, Lisnbeg
and Just Kabitzing in Public Places. 11-13 (2006), http://ssrn.com/abstract=917180
(discussing whether communication occurring onog lid covered by Model Rules 4.2 and 4.3).

Consider the following hypothetical. A plaintifflawyer posts to a social media site related to a
company-defendant in search of current employedseofompany-defendant who might be able
to corroborate the plaintiff's version of events-efiby circumventing the company’s lawyers.
This active, affirmative act of posting in a fordmown to be frequented by representatives of
the employer-defendant (including managerial regegives) is likely to run afoul of Model
Rule 4.2 and Texas Rule 4.02 because (1) a layBkis initiating communication with persons
who may be representatives of the company, (3)egtqug information about the subject matter
of his representation, (4) with knowledge that ¢benpany is represented in the matter; and (5)
without the permission of opposing counsebee MODEL R. OF PROF. CONDUCT 4.2; TEX.
DISCIPLINARY R. PROF. CONDUCT 4.02(a).
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If passive review appears to fall outside the saafpdodel Rule 4.2 and Texas Rule 4.02 and an
original posting appears to fall within the scogeMndel Rule 4.2 and Texas Rule 4.02, the
guestion remains of whether a responsive postiggdrs these Rules. Comment 3 to Rule 4.2
of the Model Rules states,

The Rule applies even though the represented péng@tes or consents to the
communication. A lawyer must immediately terminatammunication with a
person if, after commencing communication, the kmigarns that the person is
one with whom communication is not permitted by tRule.

MoDEL R. oF PROF. CONDUCT 4.2, cmt. 3.

According to Comment 3, Model Rule 4.2 governscallhmunications with represented parties,
whether initiated by the lawyer or not. Statedfadlédntly, according to the comment, Model
Rule 4.2 applies any time the lawyer knows theypartepresented by counsédl.

Notwithstanding Comment 3 to Model Rule 4.2, somesglictions draw a distinction between a
communication initiated by an attorney and a comication initiated by a represented party.
For example, although the Texas Rules are moddted the Model Rules, the Texas rules do
not include a comment similar to Comment 3 of thedel Rules. SeeTEX. DISCIPLINARY R.
PrROF. CoNDUCT 4.02, cmts. In this connection, it is noteworthgt the Fifth Circuit Court of
Appeals held that a communication initiated by @esented criminal defendant to counsel for a
co-defendant did not violate the Texas Rules, bexahe represented criminal defendant
initiated the communicationIn re Medrang 956 F.2d 101, 103-05 (5th Cir. 1992, TEX.
DISCIPLINARY R. PROF. CoNDUCT 4.02(b) (allowing a party to initiate direct comnncation with

an opposing party, even if the opposing party pgegeented, provided the attorney is not the one
orchestrating the communication).

In jurisdictions such as Texas, an attorney posiingsponseo a represented-party’s post may
be able to argue the communication was not pradbliy the applicable disciplinary rules,
because the “conversation” was initiated by theesgnted partyCompare In re Medran®56
F.2d 101, 103-05 (5th Cir. 1992) (no violation oéxhs Disciplinary Rule of Professional
Conduct 4.02 where represented party initiatedamtiwith attorneyjand TEX. DISCIPLINARY R.
PrROF. ConDUCT 4.02(b) (allowing a party to initiate direct commcation with an opposing
party, even if the opposing party is representeaviged the attorney is not the one orchestrating
the communication). Obviously, this argument wWithve greater force if the post by the
represented party was on the lawyer’'s social msitig such that there is little doubt that the
represented party knew that he or she was inijainonversation with the attorney.

By contrast, if the attorney is responding to tepresented party’s post on his or her own social
media site or on a third-party social media site, &rgument loses considerable force, because
the individual may not have intended to “initiata”conversation with counsel for his or her
opponent. This is particularly true, if the ateyrdoes not clearly disclose his or her identity in
his or her responsive postCompareMoDEL R. oF PROF. CONDUCT 4.2, cmt. 1 (“This Rule
contributes to the proper functioning of the leggdtem by protecting a person who has chosen
to be represented by a lawyer in a matter agamsgiple overreaching by other lawyers who are
participating in the matter, interference by thtseyers with the client-lawyer relationship and
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the uncounselled disclosure of information relatibg the representation.”and TEX.
DiscIPLINARY R. PROF. CONDUCT 4.02, cmt. 1 (“Paragraph (a) of this Rule is diedcat efforts

to circumvent the lawyer-client relationship exigtibetween other persons, organizations or
entities of government and their respective coufjsel

b. Whether the Lawyer “Knows” the Party Is Représdn

Even if an attorney’s post constitutes a “commuinicg”’ there may yet be a question about
whether the lawyer knew the party was represenfsMoDEL R. oF PROF. CONDUCT 4.2 (only
prohibiting communication with a person known torepresentedee alsoTEX. DISCIPLINARY
R.PrROF. CoNDUCT 4.02(a) (same). Consider the question of a catpedefendant:

In the case of a represented organization, thie Brdhibits communications with
a constituent of the organization who supervisgscts or regularly consults with
the organization’s lawyer concerning the mattehas authority to obligate the
organization with respect to the matter or whoseoacomission in connection
with the matter may be imputed to the organization purposes of civil or

criminal liability.

MoDEL R. oFPROF. CONDUCT 4.2, cmt. 7.

The comment to the Texas Rule, although somewlitdreintly worded, is largely the same.
TEX. DISCIPLINARY R. PROF. CONDUCT 4.02, cmt. 4 (“In the case of an organization rtitg of
government, this Rule prohibits communications byawayer for one party concerning the
subject of the representation with persons havimgaaagerial responsibility on behalf of the
organization that relates to the subject of theasgntation and with those persons presently
employed by such organization or entity whose aabroission may make the organization or
entity vicariously liable for the matter at issuegithout the consent of the lawyer for the
organization or entity of government involved.”Nevertheless, this comment has been the
subject of widely varying interpretationsSeeDavid Hricik, The Ethics of Blogging, Blawging,
Chatting, List-Serving and Just Kabitzing in Publi®laces, p. 4-6 (2006),
http://ssrn.com/abstract=91718@ should also be noted that, where a statéésand the Model
Rule differ, a federal court may attempt to appl§national” ethics standard by analyzing the
issue under both the applicable state andthe Model Rule in an attempt to harmonize the two.
See idat p. 6.

Given the inherently indeterminate scope of a c@jgoparty, an attorney-poster must be careful
to ensure that his or her post does not solicgorses from an employee of the corporate party
who “supervises, directs or regularly consults wttle organization’s lawyer concerning the
matter” or “has authority to obligate the organizatwith respect to the matter” or “whose act or
omission in connection with the matter may be iredub the organization for purposes of civil
or criminal liability.” Without such safeguardd)et attorney runs the risk of violating Model
Rule 4.2, if any such person responds to the pdsis is particularly true with respect to the
Model Rule, which does not draw a distinction betweommunications initiated by the attorney
and communications initiated by the representety pavloDEL R. OF PROF. CONDUCT 4.2, cmit.

3. It should be noted, however, that neither thed® Rule nor the Texas Rule requires the
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consent of the organization for communications wahmer employees of the organization.
MODEL R. oOFPROF. CONDUCT 4.2, cmt. 7; EX. DISCIPLINARY R. PROF. CONDUCT 4.02, cmt. 4.

Even if the attorney-poster is careful to ensued tio one who constitutes a corporate “party”
under the Rules responds, the attorney-posteiiligegjuired to follow certain procedures in
communicating with unrepresented parties. Moreifipally, Texas Rule 4.3 requires that the
attorney (1) not state or imply that he is disiagted in the matter; (2) make reasonable efforts to
correct any misunderstanding by the person abeaulathiyer’s role in the matter; and (3) refrain
from giving legal advice if he knows the persomiterests are in conflict with the interests of his
client. MoDEL R. oF PROF. CONDUCT 4.3; TEX. DISCIPLINARY R. PROF. CONDUCT 4.03;seealsq,
MODEL R. oF PROF. CONDUCT 4.3, cmt. 1 (“In order to avoid a misunderstandiadawyer will
typically need to identify the lawyer’s client andhere necessary, explain that the client has
interests opposed to those of the unrepresentesbipd), cf. MODEL R. oF PROF. CONDUCT
1.13(f) (“In dealing with an organization's diregpofficers, employees, members, shareholders
or other constituents, a lawyer shall explain thentity of the client when the lawyer knows or
reasonably should know that the organization's@sts are adverse to those of the constituents
with whom the lawyer is dealing.”).

2. Advising Within the Law

Both the Model Rules and the Texas Rules prohibitatiorney from counseling a client to
engage in, or assist a client in engaging in, condbat the lawyer knows is criminal or
fraudulent. MDEL R. oF PROF. CoNDUCT 1.2(d); TEX. DISCIPLINARY R. PROF. CONDUCT
1.02(c). These same rules, however, permit amneyao discuss the legal consequences of any
proposed course of conduct with a client and tanselior assist a client to make a good faith
effort to determine the validity, scope, meaningapplication of the law. KIDEL R. OF PROF.
ConbucT 1.2(d); TEX. DISCIPLINARY R. PROF. CONDUCT 1.02(c). The comment to the model
rule explains the interplay between these two [giows as follows:

Paragraph (d) prohibits a lawyer from knowingly eseling or assisting a client

to commit a crime or fraud. This prohibition, howeydoes not preclude the

lawyer from giving an honest opinion about the atttonsequences that appear
likely to result from a client’s conduct. Nor doe fact that a client uses advice
in a course of action that is criminal or fraudulehitself make a lawyer a party

to the course of action. There is a critical didion between presenting an

analysis of legal aspects of questionable conduttracommending the means by
which a crime or fraud might be committed with impy.

MODEL R. oF PROF. CONDUCT 1.2(d), cmt. 9see alsoTEX. DISCIPLINARY R. PROF. CONDUCT
1.02(c), cmt. 7 (“There is a critical distinctioptiveen presenting an analysis of legal aspects of
guestionable conduct and recommending the meansvthgh a crime or fraud might be
committed with impunity.”).

With questionable decisions likguonandPietrylo on the books (for at least the moment), it is
especially important for attorneys to understarid thstinction. If, for example, an employer

informs its counsel that an employee has providggassword to access a MySpace group
created by other employees that the employer wikhesview, that counsel needs to understand
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whether he or she is permitted to advise the engpltry access the group using the password.
With this concern in mind, comment 10 to Texas Ru@2(c) is particularly instructive: “The
last clause of paragraph (c) recognizes that da@tergithe validity or interpretation of a statute
or regulation may require a course of action inirajdisobedience of the statute or regulation or
of the interpretation placed upon it by governmeatdahorities.” EX. DISCIPLINARY R. PROF.
ConbucT 1.02(c), cmt. 10.

V. Conclusion

The genie is out of the bottle, and attorneys igBng employees, employers, and unions
would be well advised to familiarize themselveshnsbcial media to ensure they are aware of
the myriad ways in which its potential uses anduses may affect their clients. As more and
more information regarding individuals and insittas becomes more and more available, the
legal management, protection, and use of that nmtion becomes more and more important.
Attorneys should also remember that even in sibnativhere the formal rules of civil procedure

do not apply, the applicable rules of ethics do.

This paper is not intended as legal advice.
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APPENDIX A:
Sample Social Media Policy
Introduction

This policy is designed to provide guidance for Eyees who use social media, which should
be broadly understood for purposes of this pola@ynclude blogs, wikis, microblogs, message
boards, chat rooms, electronic newsletters, soadlorking sites, and other sites and services
that permit users to share information with othefss of the most recent revision date of this
policy, Facebook, MySpace, LinkedIn, Twitter, YousEy Flickr, and Gchat are all examples of
social media. This is not an exhaustive list,amirse, and is likely to change over time.

Basic Principle

Employees should at all times be aware of the effesir actions may have on their images, as
well as the Company’s image. Although this polegvides specific guidelines for social media
use, one simple rule of thumb is to avoid any dssooial media that would be embarrassing if it
became known to others at work or in the largerm®ass community.

Social Media During Work Hours

Working time is for working, and the use of sociadia during working time is not permitted.
The occasional use of social media during non-wgykime is permitted, provided it does not
create a disruption, does not interfere with bussnand complies with the Company’s policies,
including the Company’s IT Resources and Appropritorkplace Behavior policies. To be
clear, any use of social media that occurs durimgkwhours or on Company premises, or
involves any Company IT resource, must comply wltfCompany policies.

Social Media After Hours

The Company respects the rights of its employess wahat employees do on their own time is
not usually of any concern to the Company. That, sanployees should consider whether their
online conduct would cause others to see themdifferent light if it became known at work or
in the larger business community. Employees shbalgarticularly mindful of any after-hours
online activity that would violate the Company’s d@oof Conduct or a Company policy if
engaged in at work. Subject to applicable law,Glbenpany may consider any online conduct of
which it becomes aware, even if that conduct wagmeged in after hours, in deciding whether to
discipline, terminate, or take any action agaimsémployee.

Guidelines

These guidelines represent a starting point, rsibpping point, for educating employees about
the work-related issues that may be implicated H®y use of social media. In all instances,
employees are expected to use good judgment azwhsider the effect of their social media use
on others and the way in which others perceive them
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1. Stay Legal

Employees are responsible for ensuring that theg of social media complies with all
applicable laws. Employees should note that wénat dpplies is often a complicated question
when online activity is involved, given the dispsaisgeographic nature of the Internet and its
users. If an employee is in doubt about the lggali his or her conduct, the employee should
find out whether what he or she is doing is legdble proceeding.

2. Remain Respectful

Employees should be respectful in their use ofadonedia and avoid inflammatory or childish
exchanges. Employees should assume others wilintee@ware of their online activity and
think carefully about whether that online activitgates an accurate impression of who they are.
Moreover, in accordance with general Company poleayployees are not permitted to post,
publish, or otherwise distribute defamatory infotima regarding any other person, including
any of the Company’s competitors. Rather than gingain an unproductive war of words, if an
employee comes across negative information regauttie Company, the employee may forward
it to the Director of Media Relations, who will dewith it accordingly.

3. Know What You Are Talking About

Employees are encouraged to know what they arengpldoout when talking online (and off-
line, for that matter). Before getting into a djsgement with someone, an employee should
consider whether the employee has his or her oats fraight. Although this is simply a piece
of friendly advice with respect to online activityrelated to the Company, it is a mandate when
it comes to online activity that is related to ttempany or its business. An employee may not
under any circumstance communicate informationtedli#o the Company or its business that is
inaccurate or misleading.

4. Be You

Employees are encouraged to speak in the firsbpasaline. In addition, if an employee’s use
of social media is related to or involves the Comyper its business, or if an employee is making
statements or representations related to the Compaits business online or elsewhere, the
employee must use his or her own name, identifyohiser association with the Company, and
make it clear that the employee is speaking for bmmerself, not the Company. Employees
may not attempt to appear disinterested when spgakiout the Company or its business. In
fact, as a general rule, if an employee has a deistierest in something the employee is
discussing, the employee should point that intevast

5. Do Not Speak for the Company

In accordance with the Company’s Media Relatiorigpono employee may speak on behalf of
the Company, unless specifically authorized to doby the Company’s Media Relations

Department. Likewise, employees should understiaaida statement by someone affiliated with
the Company does not necessarily reflect the viethe@ Company and should be viewed as a
personal statement only, unless the statementdes $pecifically authorized by the Company’s
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Media Relations Department. Managers, for examgle, neither required nor authorized to
speak on behalf of the company online by mere @iditheir status as managers.

Please also note that no one may use any Compa@uy do trademark, unless specifically
authorized to do so by the Media Relations Departmédf an employee sees online use of the
Company’s logo or trademark that the employee betienay not be authorized, the employee
may notify the Director of Media Relations.

Finally, if an employee receives a media or presgact or inquiry related to the Company, the
employee should not respond but should instead diratedy forward it to the Director of Media
Relations. Remember: the Company takes its irmageusly.

0. Maintain Confidentiality

An employee’s confidentiality obligations extend the employee’s online activities.
Accordingly, employees should be familiar with tkerms of the Company’s policies on
Confidential Information and Insider Trading, as llwas the terms of the employee’s
confidentiality agreements with the Company. Galierspeaking, an employee should not
disclose to any third party any information relatedthe Company or its people, products,
services, clients, partners, suppliers, or othsifass interests unless that information is already
public knowledge. (An employee may, of coursecuss his or her own compensation and
similar information regarding the employee’s owmte of employment but should do so in a
respectful fashion.) Even if the information isbpa, an employee should avoid discussing the
Company’s clients, suppliers, and partners wittibair permission. If an employee is in doubt
about whether he or she may disclose particularnmétion, the employee should contact the
Legal Department.

7. Respect Privacy

Employees should respect the privacy of others batime and offline. Employees should not
disclose the employment status, marital statuspaderrientation, personal habits, medical
conditions, or other personal details of othersheaut permission, whether or not such
information otherwise constitutes “confidentialonination” under the terms of the Company’s
policies or agreements. (Obviously, employees maostdisclose information learned about an
individual, such as a client, by virtue of employrwith the Company.)

Likewise, employees may not post, publish, or atiee disseminate any photograph, video, or
other depiction of individuals connected with thengpany, without the permission of the
individuals depicted. In addition, if the photogha video, or other depiction was created by or
on behalf of the Company or reveals non-public nmfation regarding the Company or its
business, the employee must also obtain the wipigemission of Media Relations Department.

8. Honor Copyrights, Trademarks, and Intellectual Brop

Employees must not make any use or reproducticengfcopyright, trademark, or intellectual
property belonging to any other person, exceptccoadance with applicable law. Employees
should avoid quoting more than short excerpts ftoenworks of others and should always give

App. A-3



the author proper credit through formal citatioiThe Company respects the copyrights,
trademarks, and intellectual property of others exykects its employees to do the same.

9. Avoid Inappropriate Behavior

The Company prohibits all forms of inappropriaterkpdace behavior, including but not limited
to unlawful discrimination and harassment. If t@empany becomes aware of potentially
discriminatory or harassing online conduct by anpleyee that bears any relation to the
workplace, the Company will investigate such condan@accordance with its standard policies.
Subject to applicable law, an employee who is detezd to have engaged in conduct in a
violation of any Company policy may be subject tecgpline, up to and including termination,
even if such conduct was engaged in after-houcdf@remises.

10. Use Good Judgment

Again, the foregoing guidelines provide a starjoognt, not a stopping point, for the proper use
of social media. Employees are expected to mainparsonal responsibility for their online
activities and to use good judgment when usingadocedia at all times. If an employee has any
guestions about his or her use of social mediseeitluring the work day or after-hours, the
employee should contact Human Resources.

Social Media Use on Behalf of the Company

Any employee who is authorized to use social mexBaan official representative of the
Company must use his or her real name and idemisfyr her position with the Company. All
authorized social media use must comply with alinpany policies and must be consistent with
fostering a trusted, respected, and professionagj@rior the Company. If an employee who has
been authorized to use social media on behalf efGbompany has any question regarding
whether any particular use of social media is proffee employee must discuss the use with
Media Relations before proceeding.

References and Recommendations

Managers are neither permitted nor authorized tovige employment references or
recommendations online or otherwise. Rather,edéirence and recommendation requests must
be directed to Human Resources.

Managers As Friends

The Company encourages positive working relatiggssbetween managers and employees and
ultimately trusts the decision of whether to becooméine “friends” to the judgment of the
manager and employee involved. That said, manageds employees should think very
carefully before becoming “friends” online.

Employees, for example, should think carefully ahehether they really want their managers to
be aware of all of the information visible to themline “friends,” particularly given a manager’s
obligation to inform the Company of any activityathviolates this or any other policy.
Similarly, managers should think carefully aboutetifer they really want to become aware of
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all the information an employee has decided to maka&lable to his or her online friends.
Again, a manager who becomes aware of conduct ®matoyee that violates this or any other
policy must notify his or her manager or Human Reses.

Managers and employees should also consider whttheother will view a friend request as
intrusive or something he or she “must” agreeTo. be clear, an employee is not required to be
online “friends” with his or her manager, and a @ager is not required to be online “friends”
with his or her reports.

Company Monitoring of Social Media

Consistent with the Company’s IT Resources poleyployees have no expectation of privacy
with respect to any information created, viewedtrdduted, received, uploaded, downloaded,
accessed, or otherwise facilitated by any Compamyea or provided computer, network, email
system, SMS, internet connection, or other IT res®(‘'IT Resources”), which includes any use
of social media that involves any Company IT Resesir Similarly, employees should have no
expectation of privacy whatsoever with respechformation that is generally available online.

The Company monitors and reserves the right toiglubbisseminate, and make use of any
content created, viewed, distributed, receivedpagdd, downloaded, accessed, or otherwise
involving any Company IT Resource. Any employeeowhakes use of any Company IT
resource consents to such monitoring, publicatissemination, and use by the Company.

No statement of any manager or other official m#graor limit the Company’s rights as
described in this policy or in the Company’s IT Baexes policy. Likewise, the fact that the
Company may not have audited or reviewed an emplsyese of Company IT Resources in the
past should not create any expectation that thgpaagnwill not do so in the future.

Finally, the Company reserves the right to monaoline activity by any person regarding any
topic, even if such activity does not involve then@pany’s IT Resources, subject to applicable
law.

Questions

If an employee has a question regarding this ppltbg employee should contact Human
Resources.

Violations

If an employee believes this policy has been vialathe employee should report the violation to
his or her manager or Human Resources. Any vasladif this policy may result in disciplinary
action, up to and including termination. Nothimgthis or any other policy alters the at-will
nature of any employee’s employment.
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